Request For Proposal for Integrated Surveillance ath
Access Control Management System (SACMS) in
Buildings of Ministry of Defence
at New Delhi

Invitation ofBids for Security Systems for Defencélings in Delhi

(Tender Enquiry)

Request for Proposal (RFP) No.02/2011
No.A/30024/SACMS/CAO/MP-I
Government of India

Ministry of Defence

Office of JS (Trg) & CAO

E-Block Hutments, Dalhousie Road,
New Delhi — 110011

Dated : 19 Dec 2011

The JS(Trg) & Chief Administrative Officer, Ministry of Defence, New
Delhi, for and on behalf of the President of India, hereinafter called the
“Government” invites you to tender on Two-Bid system for Installation and
Commissioning of security related systems of Access Control and Surveillance
in two multi-storey building complexes in Delhi.

2. General information about the tender is as follows:-
(i) Tender No. - RFP/01/2011
(ii) Last date and time for - 30 Jan 2012 upto 1300 hrs
receipt of Tenders
(iif) Time and date for - 30 Jan 2012 at 1500 hrs
opening of Tenders
(iv) Place of opening of - Conference Hall
Tenders O/o JS(Trg) & CAO

E-Block, New Delhi

(v) Address for communication - Dy Director/MM-II
O/o JS (Trg) & CAO
Room No.55, E-Block
New Delhi — 110011



3. The details about the tender terms and conditions and other related
information is given in the appropriate chapters as below:-

Chapter-1.: - General Instructions to Bidders
Chapter-2: - Technical Details
Chapter-3: - Standard Conditions of RFP
Chapter-4: - Special Conditions of RFP
Chpater-5: - Evaluation Criteria &Commercial Bid
Format
4. This RFP is being issued with no financial commitment and the Buyer

reserves the right to change or vary any part thereof at any stage. Buyer also
reserves the right to withdraw the RFP, should it become necessary at any
stage.

Sd/-

(Abinash Kumar)

DyDir/MM-I|
forJS(Trg) & CAO



Chapter-1
GENERAL INSTURCTIONS TO BIDDERS

1. The Bid documents can be obtained against @aewriequest from
the following address on any working day betweedOllrs to 1600 hrs on
payment of Rs.1,000/- (non- refundable) in the foafh a Demand
Draft/Banker's Cheque in favour dfiS(Trg) & CAO, Ministry of
Defence”payable at Delhi/New Delhi :

Dy Director/MM-II
Room No.55

O/o JS(Trg) & CAO
E-Block Hutments
Dalhousie Road
New Delhi — 110011

The Tender documents can also be downloaded fierwebsite of
this office www.caomod.nic.in or www.caomod.gov.in Application
submitted in the downloaded version should be apemmed by Demand
Draft/Banker's Chequeof Rs.1,000/- in favour of (0§) & CAO,
Ministry of Defence” payable at Delhi/New Delhi.

2. Brief Scope of Work

The project involves installation and integratiaf security
components to include Access Control, Restrictingd eéMonitoring
movement of personnel, Vehicle Identification, Ebgves Detection in
Vehicles, Boom Barriers and Bollards. The apprdpriasystem” shall
allow for the integration of the aforementioned paments, such that the
management of all sub-systems resides within a lesirgdpta-base
application. The “system” shall have the ability foanaging every sub-
system at different locations by an appropriate miustrator’ from a
control room.

3. Any clarification with regard to obtaining of bidocuments may be
obtained from Dy Director/MM-1l on Tele No. 23014%9

4.  Important Dates

Sale of bid documents upto 27 Jan 2012 (Up t® 166)
Site visit on (assembly point:
Reception office,



O/o JS(Trg) & CAO) : 11 Jan 2012 at 1100 hrs
Date of submission of bids :30 Jan 2012 (Up to0L3G)
Opening of Technical bids :30 Jan 2012 at 1500hrs
Opening of Commercial bids :will be intimated late

5. General Information

(@) Interested prospective bidders are advisedotthgpugh the
Tender documents carefully before participatinghmbid.

(b) Duly filled in Request for Proposal (RFP) rees shall be
evaluated on the basis of a criteria based on @Qtiae

Requirements, Scope of works and functional reguents and
only those qualifying the same shall be considéoedhe next stage
of bidding process.

(c) The Ministry ofDefence reserves the right teept or reject
any RFP bid and to annul the process and reje&®FH bids at any
time without incurring any liability to the firms.

(d) Any wrong or misleading information will leado
disqualification.

(e) RFP bids received after due date and time wit be
entertained.

6. The details of items and the quantity requirexdg@l with their
specifications are given in Chapter-2The tenderer shall have to
arrange/ supplyequipment for Installation and Commssioning of
security related systems of Access Control and Sugillance strictly as
per the technical specifications mentioned in Chapt-2.

7. The "Technical Bid Format of the Tender’ is give Chapter-2 and
the tenderer should elucidate explicitly the tecahspecifications of the
equipment to be suppliebthe tenderer should attach detailed data sheet
of each product in support of the specifications nmioned in the RFP.
Tender documents not supported by the requisite datsheet as per the
product specification are liable to be rejected.

8. The ‘Commercial Bid Format of the Tender’ isejivin Chapter-5.
The bidders shall submit their commercial bid #irias per the prescribed
format. No other documents should be enclosed Gaimmercial Bid.



9. The tender documents complete in all respedtg skaled should
reach the Office of the JS (Trg) & Chief Adminigive Officer, Ministry
of Defence, New Delhi not later than1300 hrs on Jah 2012.The
required documents as mentioned at para 7 of thishapter along with
Technical Bid as per format given in 'Chapter-2’ of the RFP duly
filled in and signed must be submitted in a separat sealed cover as
‘Technical Bid of the Tender’. Another sealed cover should contain
duly filled in and signed Commercial Bid as per fomat given in
'‘Chapter-5' of the RFPand should be super scribed” @mmercial Bid
of the Tender’. Both the Technical Bid as well as Commercial Bid
sealed in separate envelopes as stated above shdwmddfurther sealed
in another envelope and sent as described in the eeding
paragraph.

10. The tender must be addressed to Joint Secréfagy & Chief
Administrative Officer, Ministry of Defence, E Blkc Dalhousie Road,
New Delhi and superscribed as TENDER FOR INTEGRATED
SURVEILLANCE AND ACCESS CONTROL MANAGEMENT
SYSTEM'. Tenders may be put in the tender box kept in theeRtion
Office at E Block, Dalhousie Road, New Delhi or tsby Registered Post
SO as to reach before the scheduled date andNimmeesponsibility will be
taken for postal delay or non-delivery/non-recapttender documents.
Telegraphic quotations will not be accepted unday aircumstances.
Tenders received after the stipulated time and dat@complete in any
respect shall not be considered and will be suniynaejected. Any
amendment in technical/commercial bid, if requirgtiall be made legibly
and signed by the tenderer. Conditional tenderisnwtlbe accepted.

11. Technical Bids will be opened by a committeatd600 hrs on 30
Jan 2012 in the office of the JS (Trg) & Chief Adimstrative officer,
Ministry of Defence. Authorized representatives the tenderers can
attend tender opening. If due to any exigency,dile date for opening of
tenders is declared as closed holiday, the tendeb& opened on next
working day at the same time or any other day and &s intimated by the
Government. Commercial bids will be opened onlyhafse firms, whose
technical bids are found to qualify technical easilon and the date of
opening of commercial bid will be intimated latefter acceptance of
Technical Bids.

12. The tenderers are permitted to tender on tpécexunderstanding
that they shall not be entitled to resile from thadfer or modify the terms
and conditions given herein once the same have smived by the JS
(Trg) & Chief Administrative Officer, Min of Deferec If tender is
withdrawn/amended or any further conditions areasgal by the tenderer,
the earnest money deposited by the tenderer skafbifeited without
prejudice to any other remedies of the Governmeansdich breach on the
part of the tenderer.



13. Technical Bid and Commercial Bid should be stjnby the
Proprietor/Partner of the firm or by person whodidy authorized and
legally competent to do so. A person signing trenk or any document
forming part of the contract on behalf of the fistmall be deemed to have
been duly authorized by the Proprietor/Partnerhaf irm and actions
taken by such person in pursuance of this consfzait be deemed to have
been performed by the Proprietor/Partner.

14. The tenderer shall deposit a sum R§ 1.2 crore (Rupees
OneCrore Twenty lakh only) for tender as ‘Bid Secuity’ (earnest
money) in the form of Account Payee Demand Draft or Baisk€heque
or Fixed Deposit Receipt or Bank Guaranteefrom afriype Public Sector
or Private Sector banks in favour of JS (Trg) & CA@OD, New Delhi
and forward the same along with Technical Bid. e Harnest money of
the successful tenderer will be returned afterrdeeipt of performance
security as called for in the contract. The earnesiney of the
unsuccessful tenderer will be returned before i 8ay after award of
the contract. The earnest money shall not beamraesest.

15. Forfeiture of the Bid Security : The bid security/earnest money
will be liable to be forfeited if the bidder withalws or amends, impairs or
derogates from the tender in any respect withinvéldelity period of his
tender. No separate order is required for forfeitof Bid Security which
follows on default and should be credited at omc&dvernment Account.

16. Rejection of Bids Canvassing by the Bidder in any form,
unsolicited letter and post-tender correction mayoke summary
rejection with forfeiture of EMD. Conditional teas will be rejected.

17. Validity of bids: The bids shall remain valid for 120 days from
the date of submission of the bids



Chapter-2

PART-A (User Requirement/Qualitative Requirements in terms of
functional characteristics)

PART-B(Technical Specifications/Product  Specificabns and
Technical Bid Format)

PART-A

1. Qualitative Requirements(QRs) for Installation G Surveillance and
Access Control Management System (SACMS)

). Surveillance and Monitoring of Vehicles : All vehicles entering
the parking areas will be scanned and monitordte Surveillance system
will have the following features :

(a) Identification of Registered and non-registierehicles.

(b) Hassle free entry to Registered vehicle byirep RFTags
pasted on them.

(c) Conditional Access for visitors vehicle.

(d) Under Carriage scanning of vehicle for forelmpdies placed
underneath.

(e) Explosive Detection System for detection of arplosive in
vehicle’s body.

() Capture and Storage of images of the driveurfegistered
vehicle.

(g) Tracking of unregistered/hostile vehicle ire teurveillance
zone.

(h) Recording and report generation for detaildwfation of stay
of vehicles, their registration No. etc.

() Automatic activation of boom barriers and balls when any
vehicle tries to make forced entry.

(k)  Automatic & manual control alarm system.

()  Signage systems for ‘Parking Area and trafight system
and cabin for security personnel.

(m) Provision of having different levels of se¢urdepending
upon the security threat perception.



i). Surveillance of Employees/Regular Visitors/Casual igitors: All
personnel visiting the buildings may be dividetbithree categories.i.z.
Employees, Regular Visitors (who are issued pagsespecific period of
not more than 06 months) and Casual Visitors (wieoissued passes for
the day). The system should be capable of theviotig :

ii).

(@) Provision of unique Access Card having bioroeand/or RF
read facility.

(b)  Surveillance and recording of entry and exitpefsonnel in

South Block through various gates.

(c) Special surveillance of sensitive corridors.

(d) Restricting access of visitors to specific cdfiby creating

electronic barriers.

(e) Detection of a visitor who doesn’t meet desigdaofficer or

doesn’t report back at reception/exit gate afteetmg the officer in

the given time frame.

()  Signage System within the building for Zonelization and

evacuation.

Visitor's Management : All visitors should be issued rewritable

cards which can be read by RF readers placedfatefit locations inside
the buildings. Other facilities shall include flodowing :

Iv).

(@) Automation of Reception Offices and equippitigm for
generating rewritable electronic cards which acation and time
specific.

(b) Storing time stamped images of visitors whican be
retrieved when required.

(c) Report generation.

(d) Unobtrusive scanning of employee and visitaggage for

unauthorized equipment, explosives, nuclear, bio&g and
chemical agents.

Mail Sterilization : All incoming mails received at every reception

shall be scanned for presence of biological andhated threats.

V).

vi).

Monitoring and Control from Single platform :

(i) A Central Video Display Unit and integrated figbaddress
system for parking areas and building under thetrobrof Chief
Security Officer or designated officer on a singjlatform.

(i)  The Platform should provide for the flexibyliof sending
alert message/announcement to particular indakidone/entire
buildings.

Power Back up and inbuilt redundancy for each

hardware.Provision for this feature may be in-built in theswm.



vi). Inteqgration of Pass Section, Reception Offices andentral
Control Unit : System Architecture should cater for integratadn Pass
Section, Reception Offices and the Central Cortat for effective Pass
and Vehicle management .

(viii) The SACMS shall be so designed that anyufiglof any sub-system
shall not affect the normal operation of anothep-system, they shall
continue to operate normally in a non-degradedemod

(ix) The System Integrator/Firm submitting the SAGMApplication

Software proposed for the project shall show promgerational record of
such nature in their bid documents.

2. Scope of Works

)] The scope of work for this contract shall incudlesign,
procurement, installation, integration, testing,moaissioning and
associated services for a fully operational SACMS per
manufacturer’s guidelines, codes described withis document, that
provide central security management, integratedreband remote
monitoring of the intended site, including the nfaeing of all
existing facilities.

i)  All necessary tools, equipment, hardware, safev and
software user licenses required as describe indibesiment for the
complete installation of the SACMS shall be sugpleand installed
under this contract.

i)  All equipment supplied by the successful Terateshall be
installed, configured, programmed, tested and casiomed, as
specified herein and shown on the sub-contract idgavand the
equipment schedules. The Tenderer shall supplynaterials and
services necessary for or incidental to the irsfalh and
commissioning of the systems.

Iv)  The entire SACMS and sub-systems includingtalhardware,
peripherals, software and software licenses asifsggkavithin this
document shall be supplied and provided as pahistcontract.

V) The extent of the contract works shall includecessary
cabling to interconnect the various security systencentral
equipment, hardware and devices and the like fao iprovide the
performance as specified in this contract document.

Vi) All cable enclosures including conduits, calbtays, ducts,
wall boxes, termination panels and the like tha asquired to



facilitate and complete the installation shall bp@ied and installed
as part of this contract.

vii) All proposed security field devices installati shall not only to

operate functionally, they have also to blend wiité interior design of the
building.The successful Tenderer shall liaise diyewith the owner, main

contractor, architect; civil engineer, interior gg®r; and other sub-
contractors at site in coordination of the instadla work and ensure such
requirements are harmonized.

viii) All installations carried out by the succeglsiTenderer shall
conform to the national standards and code of jexct

iX)  The successful Tenderer shall cooperate andk vetwsely
with the appointed site safety officer to ensurde savorking
environment at all times.

X)  The Tenderer shall upon completion of the inatain
provide complete training with documentations o ¢bnfiguration,
operation and maintenance of the systems to th&reehjoperators
assigned by the owner.

xi) All the hardware components under the systewersd shall
have 18 months of onsite warranty.

xii) All the systems shall have antivirus softwasgth facility of
offline updation.

xiii) It will be ensured that the installed hardwarerformance in
no case is affected due to monkey/ rodents anatogy vandalism.

Xiv) The Tenderer shall ensure that the SAGQRLBt be expandable in
the following areas:

(@) The system shall be designated to allow forddee
organizational changes and procedural changes Hegtorent
plans,

(b) Additional hardware units shall easily be addgtthiout any
modification to the existing hardware, software aetivork
configuration,

Functional Requirements.

)] The SACMS shall be SQL based, PC-based systesmdoan
Professional Versions of the latest and viable sl Operating
Systems.



i)  The SACMS shall comply to the strict regulaticand
adapting state-of-the-art security technologies, liighest level of
reliability, and integrate to networking infrasttues such as the
Intranet, Internet, LAN/WAN.AIll interfaces withinheé SACMS
shall be based on TCP/IP networkprotocol conndgtiover the
corporate intranet/internet/LAN/WAN.

i)  The main function of the SACMS shall be to tahmonitor
and raise alarm of all designated access to tleeteel doors, areas
or buildings.

Iv) The SACMS provided shall support industry stamls for
database, networks, credential printers, video casneand more,
such as OPC, Auto CAD, HTML, ASPX, and MS-SQL.

v)  The SACMS shall preferably be of web-server énolwser
application based on a truly open protocol and maprietary
industrial standards.

vi)  The SACMS shall run using a standard MicroS@L Server
database for configuration and central event laggirit must be
modularly designed, providing an individual systéon specific
requirements.

vi)  The SACMS shall only require a single hardwécense key
on the central login/database server for systenratipa. The
feature licensing is a single license file. Theteyn’'s functionality
can be extended by exchanging that file. Hardwaoftware keys
are not required at the client workstations. Rempwf such key
shall disable the operation of the system uponctiete

viii) The SACMS shall be of modular design proviglirthe
flexibility allowing user to add or remove any coomgnts and/or
controlled functions, in the event when operatirguirements
changes as system expand.

iX) The SACMS shall allow user to define operatimnone or
combination of Sub-System as on required basis @sd set
protocol for such operations.

X)  Simple integration to other non-security basef-systems
adapting industry standards or open protocols,epably OPC-
compliant shall be supported. Examples of theesystare like
Process Management, Building & Administration Mas@agnt or
telephony (PABX) system.



xi)  The SACMS shall allow the monitoring of vitalP Inetwork
devices, such as servers, workstations, printeénsters, or more
using standard SNMP traps and existing OPC-conipdiavers.

Xii) The proposed SACMS shall fulfill the functiongand
specifications described in this document. In ipaldr, the
proposed access controller shall be equipped withc@anmon
interfaces such as, Ethernet and RS-485 for cowmedb the
SACMS server running the management software.

xiii)  The SACMS shall allow the control of door eptaccess both
by SmartCard (Biometric/Contactless Smart Cardjlieear from
the SACMS workstation.

xiv) The Smart (Biometric/Contactless Smart) caedder shall
also incorporate a numeric keypad to be used il Gand/or Pin
number access configuration is desired.

xv) The SACMS shall support up to four differenpég of card
formats simultaneously. The number of each forsogported shall
be unlimited.

xvi) A locally mounted door release push buttoallshe provided
for purpose of exiting at selected doors as definedhe owner or
as indicated on the drawings.

xvii) For highly secure areas as further specibethdicated on the
drawings, exit card reader shall be provided tovallan exact
tracking of people going in & out the predefinedaar

xviii) In the event of emergency, card holders’ egx muster report
shall be generated, to provide an overview of thwation where

each card holder is in. This allows the securignager to track the
exact and count the number of people within thasles area/s so to
assist in the evacuation.

xix) All access doors shall have an emergency bgtass door

release installed to unlock the door for exit ine tevent of

emergency. In addition, all dedicated doors althregescape route
shall automatically open during fire alarm actieati

xX) The SACMS shall monitor and record in databadke
movements and activities at each control point.



xxi) The SACMS shall provide configuration and pragming of
access groups, where each access group contaissc tontrol
points or access doors to which a card holder bgmazed access.

xxii) The SACMS shall provide configurable time sdules to have
the flexibility for programming automatic lockingn@ unlocking of
any access controlled doors, as well as activatimt) de-activating
of card holder settings for restricting any accegssups from
entering certain areas with the pre-programmed tirodel.

xxiii) The time schedule shall include holiday ifdies to allow
user programming for public holidays and user addia special
holidays. All schedules shall be definable by dagurs and
seconds.
xxiv) All other available security subsystems ifstalled shall be
integrated with the SACMS to form the complete gméged Security
Access Control Management System via a Gigabit redteLAN
fibore optics backbone. The Gigabit Ethernet LANluing all
integrations shall be provided and installed byTkeaderer under this
contract.

xxv) All equipment necessary for the Gigabit EtregrnLAN
networking installation such as, domain/applicatiearvers, PC
workstations, fibre optic interfaces, routers, sivds, hub, modem,
fiber and copper patch cords and the like shallsbpplied and
installed by the successful Tenderer under thisraon

xxvi)The SACMS management software provided shiédwacard
personalization. That is, it shall include a tbal designing badges
that supports the importing of bitmaps, text antlase fields, such
as name or badge number for creating of corporatigyd designs
printable on a standard card printer that come \withVindows
compliant printer driver.

xxvil)  The Tenderer shall ensure that the systemstmbe
expandable and by adding new component to theimxistystem
will not affect its normal operation.

xxvii)  The SACMS design shall allow the securdgcess within the
building compound to be monitored and controlled thg designated
security control rooms.

xxiX) There shall be provision for alarm generatiwwhenever there
IS some attempt to tamper with the system or sonsuthorized
intrusion into the system.



xxx) Reports shall always be readily available amsher shall be able to
request for the reports on exactly what informatfoom the report is
required with the use of event filters.

xxxi) The system shall be a flexible and userrdly workstation

providing user(s) with a standard browser basetlaad Graphical User
Interfaces (GUIs) for alarm monitoring and contrd&uch GUIs shall be
the core of the entire SACMS that shall interfaceali other available
security sub-systems, such as CCTV SurveillanceRewbrding System,
Intrusion Detection, Public Address System, Visittainagement System,
Parking Lot Management, Explosive and NBC Detectaoml more as
required by the user.

xxxil) The system shall be provided to control egx into designated
security controlled doors only by personnel withadid access card and
within valid time schedule. All access cards shallauthenticated against
the central and/or local database before grantngss.

XXXIii) All door access activities shall be loggewcto the central
database. Any unauthorized attempt or invalid cesetl shall be reported
to the SACMS, including door held and forcible gnéis priority alarm
transactions.

XXXIV) With the interface to the CCTV Surveillan&ystem, live

images from the camera installed at the door lonathall be displayed at
SACMS GUI during door alarm activation. It shalé@ be possible to
select live view of the camera to view the persdate before activating
(manually unlocking the door via icon control ore tUI) and granting

during door access request.

xxxv) All equipment within the SACMS shall continde operate
for at least 2 hours in the event of main AC povalure. The
Tenderer shall take in consideration the power wmpdion at each
point of installation when determining the sizetlod Uninterrupted
Power Supply (UPS) as backup power. Power backup bei
provided by the owner to this extent.

XXXVI) The SACMS provided shall contain all thexferes and
requirements specified, but not limited to, in tdscument. The
Tenderer shall highlight and update the owner gfraaw or special
functionality that are useful and relevant to tlserns application but
not found in any part of this document.



PART-B

Product specifications

Hardware

1. IP Based Fixed Day/Night Camera Complete with Lens,
Housing and Mounting

Number Required - 541 Nos.

Specification

Indoor/Outdoor CS Mount/Dome as case may be HdagNight IP Camer:
with varifocal lens, outdoor housing with vandab@ir mount

15)

Latest Imager 1/3” Progressive Scan CCD

Digital performance : Active Pixels (PAL) 752 x 58R2inimum)

Video standards Dual streaming H.264; M-JPEG

The camera shall have wide dynamic range and 18&bbetter advance
digital signal processing maximizes the Informatisible in the picture eve
with strong backlighting.

d
n

The camera shall automatically detect the lens.type

The camera shall have smart BLC to compensate mh&ga without
compromising the dynamic range.

The camera shall have IR Filter which shall switdm color to monochrom
automatically by either sensing the illuminatiomdeor via the alarm input.

In harsh lighting, the CCD sensor in the camerdl gfemerates two images;

one long exposure to resolve details in the scetm’sest areas, and one sh

exposure to resolve details in the scene’s briglatesas to get a clear picture.

72

ort

The camera shall have privacy masking with minim8mprivacy zones t
allow the specific part of the screen to be blocked

|

The built-in video motion detector shall allow telect a programmable ar
with individual thresholds

Analog performance : Color Resolution of 540 TVL

ONVIF (Open network Video Interface Forum) comptanshall ensur
integration with third party management systems\adeo network devices.

The camera should have minimum Color llluminatid® @ lux for Color and
upto 0.007 Lux for B/W for deliverance of video taed in very low
luminous environment/ conditions.

The following video resolutions should be confiduea by the
operator/administrator for ease of viewing and edpction as under:
(a)View : 704 x 576 (4 CIF)

(b)Reproduction : 352 x 288 (CIF)




Overall Delay H.264, 120ms

PoE IEEE 802.3af compliant

Maximum Network Protocols such as :-
RTP, Telnet, UDP, TCP, IP HTTP, HTTPS, FTP, DHCBMP, V2/V3,
ICMP, ARP, SMTP, SNTP, SNMP, 802.1 x UPnP

Video Data Rate 9.6 kbps to 6 Mbps / Channel

Network Connectivity
10/100 Base-T, auto-sensing, half/full duplex, RJ45

If the controlling PC equipped with the remote monng software fails, the
the camera Encoder’s built in web server shouldlkenany PC on the netwo
to monitor camera for mission critical application.

rk

Alarm Input/Output 2/1

Audio 1 x mono line in, 1 x mono line out

Wide Focal Length of at least 2.8 to 10mm IR cdeda@uto IRIS control len
and 5 to 50 mm for corridors.

S

Electronic Shutter 1/50 to 1/50,000 sec, automatic.

Camera Settings On Screen Display for Camera pmagrag

Camera ID : 17 Character Editable string

Video output 1Vpp

Signal/Noise Ratio>50Db

AGC 21 dB

White Balance ATW (2500 — 10000K), AWB hold

Back light Compensation off/On

Housing Outdoor (IP 66) with in-built heater/blowaard sunshield (should |
of the same make of the camera)

CS type, Mounting Pole as per site requirement

Certification CE and UL Listed

Operating Temperature : -5°C to +50°C

Minimum Range : 50 Metres

Integration:  Capable of Integration with the owWerarchitecture of

Surveillance & Access Control System




2. IP Based Outdoor Day/Night Dome PTZ Camera

Number Required - 25 Nos.
Specification

The 36X or better Day/Night camera module shallstginof an integrate
high resolution Exview HAD CCD camera using a Yhimnager and a 3.4
120mm auto-iris, auto-focus optical zoom lens; aadable high speed.

ONVIF (Open Network Video Interface Forum) compbgrshall ensure
integration with third party management systems\adelo network devices|

The camera module shall be designed to perform avaride range o
environmental and lighting conditions with a honta resolution of 54(
TVL (NTSC/PAL) and sensitivity down to 0.05 lux aolor mode, and 0.0Q
lux in night mode.

The camera shall automatically switch from dayligimdior operation tg
higher sensitivity nighttime monochrome mode whightllevels fall below
an adjustable threshold level.

A full 10 or better digital zoom shall be functidmace the maximum optic;
zoom limit has been reached.

The camera shall be easily upgradeable.

Video Standards Dual stream H.264; M-JPB@ikaneously

Video Data Rate 9.6 Kbps — 6 Mbps Consfawriable

Video resolution 704 x 576/480 (4CIF: 25IB®)
352 x 288/24K : 25/30 IPS)

Network Protocols RTP, Telnet, UDP, TCP, IFTI®, IGMP, ICMP

Configuration Via web browser, buiitweb server interfaces

Video output 1.0Vp-p-+ 0.1Vp-p, 75 ohms

Synchronization Line-lock (-120 ° to 120 ° vertipalse adjust) or internal
crystal

Signal to noise ratio Greater than 50 dB

Pan Range 360° continuous

Tilt Angle: 90° (minimum)

Pre-position Speed Pan 360°/s
Tilt: 198

It shall store up to 99 preset scenes

It shall provide advanced alarm handling to mangg® seven (7) alarm
inputs and four (1) alarm outputs

Sectors/Titling 16 independent sectors with 20-abtr titles/sector

Camera Setup/Control RS-232/RS-485

Communications Protocols : Open & standard

Guard Tours Two (2) types of tours:

* Recorded tours — two (2), total duration 15 mesut

* Preset tour — one (1), consisting of up to 9hsse consecutively and (1)
customized up to 99 scenes.

All housings shall come standard with a rugged ichypasistant
polycarbonate bubble with pole mount adaptandal proof mount.

o



Camera housing shall be a NEMA 4 x or IP66 cedifreigged, weather
resistant package with wall/pole mount as per reguent.

Outdoor Housing shall be made of cast aluminuntéorosion resistance,
and supplied with a built-in heater/blower to pa®/ian operating
temperature range down to -5°C to +50°C

Humidity : 0% to 100% relative, condensing

Certification: UL & CE listed

Minimum Range : 500 Metres

Integration : Capable of Integration with the oVesiechitecture of
Surveillance & Access Control System




3. Accessories and Storage related to |IP Based Fixed&
PTZ Cameras

Number Required -

(@ NVR - 30

(b) PC Workstation - 30

(c) Data Base Server - 03
Specifications
3(a) Network Video Recorder (NVR) with Intel Xeon 5660,

2.80 GHz , 12 M Cache 4 GB RAM, 3 x USB Ports, Gigabit Ether
ports, on-board SCSI Controller, Windows Server@andard, Dual
power supplies, Dual SCSI Ports, USB Ports, COM fRE 232/485),
Twin 10/100/1000 Base-T Gigabit Ethernet with 2 FIBD for recording
purpose.

3 (b) PC WORKSTATION With Intel i5-650, 3.2 GHz processor,
2 GB RAM, VGA Graphic Card, 6 USB Ports, Gigabih&net Ports
with 320 HDD and 18.5 ” LCD Monitor, Windows 7 FPessional.

3 (c) Data Base Serveffor video Analytics Applications with Intel
15-650, 3.2 GHz processor, 2 GB RAM, VGA Graphiad;dJSB Ports,
Gigabit Ethernet Ports with 320 GB HDD & 19” LCD Mitor.

Operating Temperature: -5°C to +50°C

Integration — Capable of Integration with the overall archiiee of
Surveillance & Access Control System



4.  Access Modular Controller (AMC).
Number Required - 180 Nos.

Specification

(i)  The Access Modular Control (AMC) shall conform Imot
limited to the following requirements and direcBve

FCC

CE

UL294

EN 50130-4:1995
EN 61000-3-2
EN 6100-4-2
EN 61000-4-4
EN 61000-4-6
EN 55022:1998
EN 60950:2000
EN 61000-3-3
EN 61000-4-3
EN 61000-4-5
EN 61000-4-11
EN 50131-1

OS5 3 AT TSQTOeQ0 T

(i) The AMC shall be of modular design with a ddeed
software built-in so that the application programncbe easily
changed and downloaded without the physically towghthe
controller itself.

(i) The AMC hardware design shall be of standd@’ rack
mountable and also rail mountable for installationan weather-
proofed enclosure suitable for used in outdoor.

(iv) The connection from the AMC to the SACMS serugnning
the management software shall preferably by Ethel®@0 Base T
or RS-485.

(v) The AMC shall have a 16-characters liquid cystisplay
(LCD), and a button provided for selective disptayshow all its
network parameters and actual status like:

IP address of the controller

MAC address of the controller

DHCP on/off

Status of all the inputs connected to it

oo op



e. Status of all the outputs connected to it

f.  Online and Offline status of the controller

g. Firmware version

h. Date and Time — A real time clock (RTC) thatlwil
adjust itself to leap year computations autom#yica

(vi) The AMC shall support and include a standaoin@act Flash
(CF) memory card for storing cardholder data ancess events.
The CF memory card must be formatted with a stah&&T file
system, to allow reading them using a standard aaaber
connected to a computer, if the AMC fails.

(vi) The AMC memory shall under no circumstancsda single,
not even the last transaction when power fails.

(viii) The AMC and all devices connected to it shabntinue to
operate and control access in off-line mode, e¥aha computer
network fails.

(ix) The AMC memory shall store database that haspacity
with a minimum of 80,000 cardholders (upgradeablet®0,000),
each having a programmablB) digits (personal ldentification
Number) PIN codes.

(x) The cardholder database shall be upgradeabkxblyanging
the CF card. The system shall automatically detex size of the
CF-card.

(xi) The AMC provided shall support the conneityiof up to 4
standard Wiegand interface readers or up to smtaiface readers
operating on RS 485 bus technology.

(xit) The AMC provided shall support multiple, babt limited to
the following card formats:

a. Wiegand 36 Bit (HID Corporate 1000)
b. Wiegand 37 Bit (HID iClass)

(xiii) The AMC shall provide minimum eight progranafme I/Os
on board, and shall be expandable to 56 each, Usingxtensions.

(xiv) All inputs provided shall be configurable psovide 2- or 4-
status selectable, via En-Of-line (EOL) resistaesmnely:

a. Input Closed

b. Input Opened

C. input Shorted (provided in 4- status mode)

d. Input Tamper (Cable cut, provided in 4- statugle)



(xv) EOL resistor's values shall be flexible sesdste in the
SACMS management software during configuration.

(xvi) UPS shall be provided to continually supplgwer to the
AMC and readers for a minimum of 2-hours, in therdgvof power

failure.

(xvii) The AMC shall generate a transaction recand save them in
the memory for every alarm, they include:

a. Time/date of occurrence and restoration.
b Location of alarm sensors.



5. Smart Card.

(@) Number Required - 85,000 Nos.

Specification

Smart Cards

Smart Card, CE&UL Approvals.

The card should be non-clonable having a magnstipe,
barcode, anti-counterfeiting feature, custom arkwability to
store biometric templates, photos and useful dasagt
read/write capabilities.

S—

On line reader facility. All transactions will b&tored and
displayed in real time at central location.

Facility of multi-location data transfer througBIS

The card shall meet ISO 7810 specifications fagtlle, width,
thickness, flatness, card construction and dutgbdnd shall be
in a form suitable for direct two-sided dye-subltroa or
thermal transfer printing on the specified badgdeter.

| =4

Read/write proximity smart card technology, pravgl high-
speed, reliable communications with superior datigrity.

Communications between card and reader that iachigh
security with mutual authentication, encrypted dedasfer, and
64 bit diversified keys for read/write.

Advanced key management systems to reduce the ofisk
compromised data or duplicated cards.

The ability to factor or field program of any etung) format into
the secure access control application area.

The Smartards shall operate on 13.56 MHz, and shall be &¢
to ISO standard 14443 Series.

Operating -5°C to +50°C
Temperature
Integration Capable of Integration with the overalchitecture of

Surveillance & Access Control System

Memory Size

32 KB




6a.

Smart Card Reader.

Number Required - 46 Nos.

Specification

(i) The Smart CardReader shall be of ruggedized dekmnng
weatherized polycarbonate enclosure or similar gutan to
withstand harsh environments for both indoor/outdased and
provides a high degree of vandal resistance.

(i) The Smart Card Reader shall provide two-factor
authentication with the combination of a proximifiyontactless
smart] card and a fingerprint biometrics.

(i) The Smart Card Reader together with the proximity
[contactless smart] card shall support operatich Wil verification
mode / identification mode.

(iv) The Smart Card Reader shall continue to operathdrol
access in off-line mode. When the network conoeaatestored, the
reader shall automatically upload and synchrorze&atabase with
the server.

(v) The Smart Card Reader shall include a FP scanatemuges
capacitive verification techniques for the livedger recognition and
resistance of the human skin.

(vi)The Smart Card Reader provided shall havead telerance of
at least +30 degree and a displacement of abouaint som the FP
scanner.

(vi)The same Smart Card Reader provided shallldde @ be used
for both access control and as an enrolment station

(vii)The Tenderer shall supply and install the egsary software to
manage the FP enrolment for all users and configuraf the FP

access control operations. The software provitiedl be integrated
to the SACMS for access control and monitoring.

(ix) During enrolment process, the Smart Card Reaaed
software used for capturing the finger-print shalbvide, but not
limited to the following:

(@) The FP image shall have a minimum size of 22360
pixels.



(b) Provide full visibility of the ridge details d@tuding
texture, continuity, edges and pores.

(c) Allow for real-time on-screen preview of the FRage
while performing the FP capture.

(d) FP captured shall have resolution of at le@sdpi.

(e) Minimum file size of at least 256 bytes.

() The FP enrolment process shall support a péagen
estimation of the image quality such that the ojeraan
accept or reject the enrolled FP.

(@) Not less than 02 (two) FP templates shall benad to
be assigned to a single user.

(h) The enrolled FP templates shall be stored iae th
SACMS centralized database as well as within tlaelegs
memory storage.

() The FP templates stored shall incorporate a d&tmp
and shall record the number and/or name of thesfitaken.

(k) The FP images captured shall be stored in amop
format such agpeg for the purpose to export for further use
by another application when required.

()  The card reader shall be based on contactless smart
card 13.56MHz technology for connection to the AM&h
Wiegand interface.

(m) The card reader provided shall be capable adling
CSN number in 32-bit format in accordance with 1SO
standard 14443 Series.

(n) The data transfer between the contactless socaad
reader and smart card shall be encrypted.

(o) Power requirement: 10 — 16Vdc.
(p) The card reader shall have a read rangelest 3.
(q) The response time to unlock the door after @ s

presented to the card reader shall not exceedetdnd + 0.5
second.



()  The card reader unit shall have an integraplaeywith

beeper, multi-colour LEDs.

(s) The keypad shall have back-light to allow easy

viewing, in case of power blackout.

automatically upon pressing any key or when a dard

presented to the reader.

(t)  The overall thickness of the card reader uhdllsnot

exceed 30mm.

(u) Certification : CE and UL Listed

6b. LED Screen

Number required 23 Nos

Technical Specification: 26 inches LED

Screen Size: 26" inch

Resolution: 1366 x 768

Dynamic Contrast Ratio: 1,000,000:1
Response time: 4.0ms

Audio Output: SW+5W

Speaker System: 1 Way 2 Speakers

PC Connectivity: Yes

HDMI: (ver. 1.3)

Connectivity: Side- 2 USB 2.0 , HDMI(1), HDMI/HDCIRA
(2)(REAR)

Power Consumption: 100-240Vac 50/60Hz



7. Emergency Voice Evacuation System (Public Addres

System)

Specification& Number Required

7a. Digital _Sound Management System with Emergency Sound Systen
complying to International standardsrinergency Sound System (IEC 60844
with following features 04Nos.

)

* Six zones / announcement stations.

* Optical Fiber Based redundant ring Cabling :

* In-built digital message recording and broadcast.

* Total PC based programmable.

Consisting of the following :

7b. Digital Network Controller with OFC Network | nterface and PC
Interface and interface for other signal - 02Nos.

Fully Digital with four Audio in & four Audio Out

Control & Routing of 28 Audio Channel ( simult@oes )

8 Supervised Control inputs & 5 Control Outputs

Ethernet interface for forconfiguration , contraliagnostics & logging

Digital Storage for prerecorded message

Stores minimum 200 fault event .

Certification : IEC 60849

7c Six zone Digital Call station with Gooseneck Miand call key pad -
O3Nos.

Redundant network connection

Power ON / Status / Fault indication

Indication for Priority level .

Supervision of Microphone Capsule

Built in Monitor speaker with limiter & speech it .

Volume Control for Built in Monitor speaker & He&hone

Built in Digital Signal Processor

Certification : IEC 60849

7d. 3 Digital Audio Amplifier with four channel ( 125 x 4 W ) along with
OFC Network facility and communication protocol with network controller,
Other peripheral device , local microphone input, dcal music input,
automatic fault diagnostic , remote signal etc- ZNos.

4 Channel Digital output of 125 W Each .




Audio processing & Delay in each channel

Amplifier Supervision & spare amplifier Switching

Loudspeaker & Loudspeaker Line Supervision capgghbili

8 Control input & 4 Control output .

Supervision of line is attached to control input .

Automatic Volume Control capability & interface .

Redundant network connection capability .

2 x 16 Character Digital Display

Certification : IEC 60849

7e. 6W EVAC Compliant ( BS 5839 , part 8 ) Wall Panel / Ceiling Speaker -
390Nos.

7f. 15 W Out door Horn Type Speaker with IP 65 @de of Protection-
18Nos.

79. Rack Mounted DVD Music Source - 03Nos

7h. Personal Computer will have the following confuration — O3Nos.

Personal Computer with work table having the speatibns

CPU Intel Core i15-650 .

- 3.2 G Hz.

-2 GB 1066 MHz DDR3 RAM with 8 GB Expandability

- 500 GB 7200 rpm Serial ATA HDD

- 47 cm (18.5 inch) TFT Digital Colour Monitor

- 104 Keyboard

- 6 USB Ports (with at least 2 in front), audargs for microphone and
headphone in front

- 1 X Mouse Optical, 4 Nos of Bays,

-Operating System Windows 7 professional

Preloaded Software - Norton Antivirus/ E-trust5Ean with 60 days license




8.

RFID Reader

Number Required - 541Nos.
a.Read Range:Minimum 3 meters : Number Required :209 Nos
b.Read Range: Minimum 10 meters: Number Required 332 Nos

Specification

CPU

Dual 8bit (Microprocessor and ISM Be

Receiver)

Multiple Reading

30 Tags/second

Frequency 2.45 GHz, ISM Band
Receiving Site | 256 Site Code
Code
Modulation Encrypted GFSK
90° One directional Antenna
Directivity 360° omni-directional Antenna

(optional/suitable for
Access control and personnel tracking)

Receiver Gain

Better than — 80dBm

Power Current

DC12V/Max. 50mA

Output Format

26bit Wiegand and RS 232, Bargate@ut
RS232 9600bps, parity none, 8 Data bits, 1
Stop bit

Format Bargate
Output

Max. 100mA (open Collector Output :

OTR (One Time
Reading) Control
Input

Low Active DC12V, Max, 50mA

Current

Input,

Drain

HOLD

Low Active Input, DC12V, Max 50mA Curre

Control Input

Drain, Vehicle Detector Input

LED indicator

Built-in red Color LED

nt

)

Beeper Built-in Piezo Buzzer
Operating -5°C to + 50°C
Temperature
Operating 10% to 90% relative humidity non-condensi
Humidity
Color/material | ivory/Polycarbonate/Anodized Alumimu
Dimension 7.9"x7.9"x 1.9” (200mm x 200mm x 45mn
(WxHXxT)
Integration Capable of Integration with the over

architecture of Surveillance & Access Con

Systen




9. Long Range RFID Card

Number Required - 24,000 Nos.
Specification
Read Range Up to 10 Meters
Frequency 2.45GHz
Directivity Omni directional
Antenna Monopole Antenna
Modulation Encrypted GFSK
Wake-up Time Approx. 0.7sec or less
Site Code 256Site Code (000-255)
Tag ID numbers Maximum 16 Millions ID Numbers p&ieSCode
Encryption Secured Algorithm
Power Coin Cell Lithium Battery, 3V 150mAh, CR2025

Battery Life Time

5 Years Guaranteed

Operating Temperature

-5°C to +50°C

Operating Humidity

10% to 90% relative humidity roondensing

Dimension (W x H x T)

2.1’ x 3.4" x 0.18” (54mm x 86mm x 4.5mm)

Integration

Capable of Integration with the overall architeetof
Surveillance & Access Control Syst




10. Spike Barrier/Tyre Killer (2.5 Mtrs)

Number Required - 07 Nos.
Specification
Blocking width 2.5 Meter
Installation depth of casing 225 mm
Blocking height of spikes | 150mm
above the Ground level:
Fully raised blocking angle 60°
of spikes
Distance between centers|df00 £ Omm

two adjacent spikes

Raising/lowering time

03-06 Second

Operating voltage

230V, 50Hz, Single Phase

Top cover plate of the Tyre
Killer shall withstand

b Not less than 70 Tons

Operating Temperature

-5°C to +50°C

Integration

Capable of Integration with boom kexrri
and the overall architecture of Surveillanc
& Access Control System

(D

Control Unit Microcontroller
Technical Characteristics
Drive Unit Electro-mechanical compact drive unitarspecia

locka

ble steel cabinet with ventilation. St
cabinet with a fixing frame to be installed tg a
concrete foundation.

el

Electric Motor 230V, 50Hz, Single phase AC drive 1 KW, 4.5 A
Capacity
Protection Class IP 55

Blocking Spikes Cons

Element mm height,bolted to a solid steel rotation ax
Centre to centre distance of spikes approx. 100

ists of heavy duty special steel spikes of

150

mm.




Underground Casing

] Solid welded steel casing with butlets at the
lowest point of the casing for drainage purpo
2nos. steel connection sleeves ND 100 as prov
for plastic pipes to be provided by the custome
a link to the site drainage system.

segments which allow passage of even the heg
vehicles.

Wheel load 100 KN

Operating Equipmen

U

es.
sion
r as

U)

The top of the casing is equipped with steel cover

viest

The upper cover includes slits which are covered
while the blocking spikes are in lowered position.
tAutomated operation using push-button set “Up-

& Function Stop-Down”

(box type to be located in the guard Room).

Colour Different and distinct colour pattern asided by
owner. The paint used will be anti-corrosive and
luminous for night and bad weather.

Material of Carbon Steel with Powder Coated Finish | or

Construction Stainless Steel in Grade 4 finish and the housing

plastic with customizable SS sheets.

Casing of Tyre Killer,

Duly Galvanized to Offer maximum corrosi
protection.

Drainage provision

Underground casing of Tyre Kibhould have 3
outlets at the Lowest points of the casing

drainage purpose.

top cover is made out of high-impact engineer

ng

for
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11. Boom Barrier (3/4/5/7.5 Mtr)
Number Required
1la. 3 Mtr - 02
11b. 4 Mtr - 07
11c. 5 Mtr - 02
11d. 7.5 Mtr - 01
Specification
ltem Description
Application Outdoor
Drive Blockable Continuous Torque Motor
Version Left handed (changeable to Right Hand)
Logic Control Included
Intelligence The use of Blockafdlerque Motor Drive with
continues torque Output and the microproce
based controller eliminates the need for frict
clutches to ensure maintenance free operation,
barrier may be stalled at any position
Power Supply 230 +/- 10% VAC, 50Hz.
Colour Different and distinct colour pattern asided by

owner. The paint used will be anti-corrosive and

luminous for night and bad weather.

Boom Specifications

Length — (3/4/5/7.5 Mtrs) straight or articulated —

extruded aluminum alloy. Boom with octago

nal

profile (straight and articulated 100mm x 55mm x

1.6mm.

Housing Dimension

W300mm, D 350mm, H1040mm.

gth

m

d t

Protection All Housing and internal parts will bast &
corrosion free metals or alloys of high stren
with suitable Epoxy coating as applicable.

Opening 1.4 seconds for 3 meters and 4 metersBoog
Barrier
6 seconds for 5 meters and 7.5 meters longBog
Barrier

Closing Time 3.6 Sec approx.

Power-Off Manual Opening Possible

Safety Loop Detector/infrared Sensors to be use
prevent barriers from closing on the vehicle.

Duty Cycle 100%

Integration Shall function in integration with Cant less

Smart cards reader based access control sys
etc.

stems




Mean Time between 1 Million Cycle
Failures (MTBF)

Certification CE
Material of Carbon Steel with Powder Coated Finish | or
Construction Stainless Steel in Grade 4 finish and the housing

top cover is made out of high-impact engineering
plastic with customizable SS sheets.

Operating - 5°C to +50°C
Temperature
Integration Capable of Integration with the ovkeaathitecture

of Surveillance & Access Control System

11le Traffic Light

Number Required- 12 Nos
Specification

Height — 6 to 8 feet
Lights — LED Red & Green, diameter 6 inches
Visibility : 300 meters.



12. Road Blocker(3/4

Mtrs)

Number Required :
12a. 3 Meter
12b. 4 Meter

Specification

05
04

Drive Unit

Electro-hydraulic

Electric motor capacity

Approx. 4kW, 3 phase, 5040

Protection class

IP 55

Tensile strength of
structural steel componen

490 — 600 N/mm
s

Wall thickness of structura
components

[10 mm

Blocking height above roa
level

d650 mm (Minimum)

Static impact load

450/500 KN

Wheel load

100KN vertically

Operating time

Raising 4-5 sec., lowering 3-4 sec.

Surface protection

Three surface layers in accaeanth special
coating (zinc plus 2 layers of plastic coating).

Hydraulic fluid

Mineral or biodegradable fluid

Operating Temperature

- 5°C to +50°C

Power failure/emergency
operation

By integrated hydraulic hand pump and Hydrau
accumulator

C

Electric controls

Steel or glas-fiber reinforced cabinet, IP 55

Colour Pattern

Front of blocking segment will be of different i
distinct colour pattern as decided by owner.
paint used will be ar-corrosive anduminous fo
night and bad weath:

Material of Construction

Carbon Steel with Powdepatéd Finish o
Stainless Steel in Grade 4 finish and the hou

top cover is made out of high-impact engineer

plastic with customizable SS sheets.

r
sing
ing

Integration

Capable of |Integration with the ove
architecture of Surveillance & Access Cont

ral
rol

System




13. Blocking Bollards

Number Required - 08 Nos.
Specification
Unit 03 Fold Unit
Drive Unit Electro-hydraulic

Electric motor capacity

Approx, 4kW, 3-phase, 56180
400 V

Protection class IP 55

Blocking height above ground 800 mm
Bollard diameter 275 mm
Impact load approx. 350 KN
Wheel load 100 KN

Static impact load

100 KN vertically

Operation time

Raising 5-8 sec., lowering 5-6 sec.

Surface protection

Three surface layers in accaslan
with special coating (zinc plus 2 laye
of plastic coating)

s

Hydraulic fluid

Mineral or biodegradable fluid

Operation Temperature Range

- 5°C to +50°C

Power  failure/  emergend
operation

\BY integrated hydraulic hand pumpé&

Hydraulic accumulator

Electric controls, inside outdot
cabinet

pSteel or glass-fiber reinforced cabing

U

Material of Construction

Carbon Steel with StaisleSteel in
Grade 4 finish and the housing t
cover made out of high-impa
engineering plastic with customizal
SS sheets.

op
ct
le

Integration

Capable of Integration with the ovke
architecture of Surveillance & Acce
Control System

ral
SS

Crash Rating Certificate

ARAI/K-8




14. TRIPOD TURNSTILES

Number Required - 11 Nos.
Specification
ltem Description

Application Indoor /Outdoor (Canopy Required)

Locking Electromagnet locking with two optical sers

Throughput Greater than 40 persons per min. (exgjucard
validation time)

Operation Bi-directional — 3 x 120 Degree Manuwdhtion

Power Supply | 90-250 Vac Full range input.
Output : 12Vdc, 2A

5Vdc, 1A

Material of Carbon Steel with Powder Coated Finish or Stainless

Construction | Steel in Grade 4 finish and the housing top coeger i
made out of high-impact engineering plastic with
customizable SS sheets.

Housing W210mm. H1000mm.

Dimension SS Pivot Arm Length — 390mm, passage Width 410mm.

Protection Three surface layers in accordance sp#tial coating
(zinc plus 2 layers of plastic coating)

Power- Pivot arm will rotate freely in case of emergenoyier

Off/Emergency | off mode as designated,
Drop arm function

Duty Cycle 100%

Integration Shall function in integration with Srhaards, proximity
reader based access control systems etc.

Temperature | -5°C to +50°C

Range

Integration Capable of Integration with the ovkeaathitecture of

Surveillance & Access Control System

*

The barrier shall avoid tailgating under normatemstances. The

barrier shall be bidirectional & controlled by a dvbprocessor based

controller.



* The barrier shall have rounded corners withowrghedges & no
visible fasteners, thus enhancing the aesthetidhe barrier shall have
Operational Pictograms for the direction of access.

* The barrier shall optionally incorporate Passeénggnaling for
directional logic, 5 digit Mechanical counter fopunting the number of
persons entering and exiting through the barrierbreak power supply
unit for uninterrupted operation during power fadu

* Visitor card collection kit with built-in readesf visitors dropping
the cards into a slot for exiting a facility & Dra@ym function for added
safety in case of emergency.



15. FLAP Barrier

Number Required - 23 Nos
Specifications
ltem Description
Application Indoor / Outdoor (Canopy Required)
Lane Width Regular lane : 520 mm
Flaps Regular lane : Soft Wing with steel reinonent
Locking Electromagnet locking with two optical sers
Throughput 25 to 30 persons per minute (excludiagl osalidation
time)
Operation Bi-directional
Power Supply 230+/- 10%VAC, 50 Hz

MTBF — Mean Time
Between Failure

2 Million Cycles

Material of
Construction

Carbon steel with Powder Coated Finish or Stainktesl|
in Grade 4 finish

Housing Dimension

Regular lane: L 1300mm x W250mid £035mm with
Telescopic Flap.

Protection

Three surface layers in accordance spétial coating
(zinc plus 2 layers of plastic coating)

Power — Off/Emergenc

yFail Safe Mode- Flaps shall automatically Open ryiri
Power Failure. Also can be configured for Flapeetmain
closed during power failure.

Duty Cycle

100%

Integration

Shall function in integration with Smhaards, RF Cards
reader based access control systems, Bio-metrtersgs
etc.

Temperature Range

-5°C to +50°C

Integration

Capable of Integration with the overattchitecture of

Surveillance & Access Control System

* The barrier shal

| avoid tailgating under normafcemstances. The

barrier shall be controlled by a Microprocessorelasontroller.




* Barrier Flaps shall close and generate outputafarm: -
(i) If safety beam is interrupted for more thari’‘0éfinable Secs.
(i) If entry sequence is complete & Safety beanrclosed for “X”
definable Secs.

(i) If safety is interrupted without valid entexit sequence for “X”
definable Secs.

*

The barrier shall optionally incorporate Passerggnalling for directional
logic, 5 digit Mechanical counter for counting eaulimber of persons entering
and exiting through the barrier, no-break powerpdupnit for uninterrupted
operation during power failure.

* Visitor card collection kit for visitors droppinthe cards into a slot for
exiting facility & Drop arm function for added &4y in case of emergency.



16.

Door Frame Metal Detector (DFMD)

Number Required - 14 Nos.
Specification
(@) Principle of Operation: Microprocessor Based

Operation, Digitally Controlled, pulse Induction tlvi Very Low
Frequency (VLF).

(b) Dimensions: Net Passage clearance be 0.76 cm wide &
2.0m high.
(c) Frame: Rugged structure, Not susceptible to false alarms

due to mechanical vibration. UV Stabilized ABS pld&RP Side
panels only.

(d) Power: Operative on both A/C main supply and batter
supply

()  Operating voltage: Mains 230V = 10% 50Hz.

(i)  Battery operated from and provided with 12V BMattery
of suitable capacity to give 4 hours of operation.

(i) Battery indicator should illuminate continusly if the
battery voltage drops to 10.5V DC. Should Flashhvalarm at
9.5V. Should automatically shut down the DFMD teevent
battery from deep discharge.

(e) Zones: Should have minimum 9 overlapping detector zones
in DFMD.

()  Search Coil : Multi-loop search coils housed in tow side
panels only.

(g) Control: Control panel should be built inside the frame o t
top with all the operating controls built in. hauld have plug-in card
system for easy maintenance.

(h)  Control Unit Display Panel:
() The DFMD panel should have digitally controlled

membrane touch button pads for selection & programgrof the
system.



()

(i) LCD: Should have 4f lines Backlight LCD, wd
should display the security level settings, traffozinters etc.

(i)  Metal Locator Display: There should be Alarm
LED’s on Control panel on a symbolic body showirlge t
alarming zone. This would display whether the poaf
detection is in the right / left/center of the body the
corresponding height level.

(iv) Metal Intensity Level Indicator: There should be
LEDs on the display panel for graphical indicatioh the
detection level of metal. The size of threat legélll be
indicated by the colour of the LED’s. More thr@all make the
RED LED’s glow. This display should operate onlhem the
Infra Red beam is broken when a person passesgthnrthe
detector.

(v) Battery indicator : The control panel should also have
battery indicator.

(vi) Traffic Light status indicator : An LED indicating
Green/Red status of the traffic light should bealsd on the a)
control unit display panel b) top of bothesipanels on the
exit side of the metal detector.

Operation & Control:

(i)  Easy programming/ monitoring with LCD display

(i)  Auto Tuning /Auto Calibration As the system is
witched ON, it should auto-tune within 5 secondslicated by

test tone and as soon as the unit is auto-tunedtast tone
should stop.

(i) Security/Sensitivity Level :  Should have only 20
separate Security levels for easy understandingppathtions by
the user. The sensitivity of at least 18 secuetls should have
provision for further adjustable to fine steps.

(iv) Alarm Volume Adjustment The control unit display
panel should have option of selecting from minimL@nseparate
alarm volume and tones.

(v)  While in operation, the LCD should always despthe IN
and OUT counters separately, along with the Seclavtel.



(k)

()

(vi) Automatic Display of failure code on LCD. The
DGMD fails to program / detect /auto tune/etc, L&D should
display the failure Code. The details of failuede should be
mentioned in the operational & installation menuwl @hould be
supplied along with every unit to the purchaser.

(vi) The control unit display panel should havetiop of
setting the DGMD at “factory default settings”. hd details of
factory settings of various features should alsarestioned in
the operational & installation menu.

(viii) The equipment should have integrated higthtefilter
circuitry eliminates magnetic & electrical interdeices.
Environmental magnetic noise level detection digpma LCD
screen.

Detection

(i) Capable to detect all Metals - Zinc & Metalléys using
single detection programme. Should be able to tderoous/
non-ferrous metals at any location. Testing as (PBLECJ-
06f01 L1-5)

(i)  Continuous active detection capability - duieset after
each detection. Should allow minimum 30 personmp@ute to
pass through MZDFMD.

(i)  Uniform sensitivity throughout the door frame Error
Free reliable operation for various object speesdew( walk
speed).

(iv) Minimum Nine zones, all overlapping zones eft.Top,
Center Top, Right Top, Left Middle, Center middIRjght
middle, Left bottom, center bottom, right bottom.

Security/Locking : The DFMD setting should be locked

through 4 digit protected password and Mechanazk.|

(m) Multi-Point detection Indicator Lights on exit side of both
side panels:-

()  They should comprise of bright Red LED’s, lca@ton the
exit side of both side panels of MZDFMD.



(i)  They should illuminate warnings at side panelsorm of
: Right, Left Top, Middle and Bottom indicating ieq of
detected metal.

(i) Metal on right side of body should be indiedt by
illumination of detector Lights on the right panlelit side on left
panel, and metal in the center of the body shoalthbicated by
illumination of detector lights of both the panelshe lights
should illuminate to the corresponding height leirelall the
cases.

(n) Alarm Sound: Every metal detection should also be
accompanied with audio alarm sound (if option atgd through
control panel).

(o) Traffic Lights :

()  The unit should have Red and Green LED illunocla
traffic lights installed on the front side of bdtie side panels.

(i)  The traffic lights should go Red when MZDFMB doing
detection. The unit should quickly resent on &eae of the
detection body and show green illumination for ratiection.

(i) for Security Officer to ensure that no perspasses from
the walkthrough when previous detection is undercess, it
should have LED (s) indicating Green / Red stafuthe traffic

light installed on the i) control unit display @n ii) On top &

bottom of exit side of both side panel.

(p) Traffic Counters.

(i)  The unit should have Intelligent 5 digit traffiCounter
display on LCD.

(i)  Should show separately IN and OUT counter.

(i) The counters should have provision for salatt of
visible/ invisible mode.

(q) Sensitivity

(i) Individual zone sensitivity settings for all &erlapping
zones.

(i)  Overall zone sensitivity adjustment.

(i) 20 different adjustable sensitivity levels.



() Safety
(i)  Health Certificates - “Safe for wearers of pamakers

and pregnant women”.
(i)  No effect of magnetictape.

(s) Every equipment should have provision for resriogramming
through RS232 port as programming through cablaqoal Software).

(t) Door Frame Metal Detector must G& certified.

(u) Every Equipment should have provisitor relay outputs for
recording CCTV, controlling turnstiles, etc. on Ates embedded in the
side panels.

(v) Temperature Range : -5°C to +50°C

(y) Integration: Capable of Integration with theeoall architecture
of Surveillance & Access Control System



17. Under Vehicle Scanning System (UVSS).

Number Required - 06 Nos.

Under Vehicle Scanning System (UVSS)

Specification:

)] The UVSS should be able to capture very high résolu&
complete composite underbody image of any vehiaksing over it using
a single high resolution digital progressive Arears GigE IP camera,
without the vehicle being required to be stopped.

i)  The UVSS should be able to handle vehicles movindifferent
speeds ranging from 0 to 20 Km/hr, while the contpdmage so captured
by the system should be automatically and dynaihgiealjusted according
to the speed of the vehicle using multiple loopeldasensors.

i)  The Composite imaging camera should be a high tguadblor
AREA SCAN, GigE type, with minimum XGA resolutiorf (1024 x 768)
or above. The minimum specification of this Arearscamera to be :-

Camera Type: Gigabit Ethernet progressive Area-scan color
camera

Sensor: CCD XGA resolution (1024x768) or better with Aol
(Area of Interest) settings

Frame rate: 30 fps at full resolution, more than 100+ fps inlAO
mode

Field of View:> 135

Format: GIGE Vision compliant specifications

Composite Image resolution of the underside 3 megapixel or
higher

Camera certification : CE/FCC

Camera casing ingress protection rating 1P 68 or better , duly
certified by an independent certifying agency.

Iv)  The UVSS should be capable of producing a clearusnlistorted

image of the vehicle underside, even when a vehias completely
stopped / halted over the UVSS unit, i.e it must s& able to create a
seamless and perfect composite image of the uwddersiespective of
stoppage or non-uniform motion of the vehicle awerscanner.



v)  The UVSS should not use either a digital Line-Scamera based
technology or any type of analog cameras to formpmusite image

vi) The UVSS must have feature to magnify (zoom) thenpmsite
images (current and past), in order to facilitatdomer view of any part of
the composite image.

vii)  The underside illumination must be adequate andiméd through
any state-of-the-art, long life, LED lighting modsl Halogen or CFL type
lighting elements for illumination of the undersmél not be accepted.

vii)  The UVSS should be able to dynamically and autaraliyi adjust
the brightness and contrast of the composite imsge&s to ensure good
guality images, irrespective of the different ertdirlighting conditions.

iX)  There should be 3 or more additional view cameaascépturing

motion video images of the deeper/ hard-viewingasref the underside,
e.g. areas around suspensions, below the engias, asiele wall of fuel
tanks & exhaust pipes etc.

X)  The UVSS should also provide a feature to captuedrhage of the
driver of all RHS driven vehicles, captured throwgBuitable driver view
camera.

xi)  The system should have an Automated Number PlaidiRe

System (ANPRS) tuned to the Indian license platesit should be able to
automatically read and record a wide range of Yehmgistration number
plates’ alpha-numeric characters, written in Efgliglso, the frontal

image view of the vehicle to be provided in the Gtdl facilitate manual
viewing of the license plate image.

xii) The UVSS should give a real-time output of all tkdata

simultaneously i.e. the composite image, additim@os of hard-viewing
cameras, driver photos, vehicle’s frontal image idumber display — all
should be displayed on the monitor almost instardasly. Also, the
system should have the facility to view the comosmage and video
iImages in off-line mode also, for all vehicles.

xiii)  The UVSS musts have a built-in software diagnostagsability, to
facilitate any distant software support to be @teoffline though over
internet.



xiv) The UVSS applications & operating software shouieffgrably be
based on open architecture on Linux platform. Itsmbave an user
friendly Graphical User Interface (GUI) with prona for multiple users
logging of events and search facility., with aniopto choose and operate
the system in Hindi or any other local state lamguaraphical user
interface (GUI), in addition to English.

xv) The UVSS system must have a facility to take bazletiall the
transactions to any usual backup / storage mediakso should be able to
print out reports.

xvi) The UVSS underground cameras should be enclosedsuitable

all-weather-proof housing of IP68 equivalent or H@g standard. A
certificate to this effect, after duly tested, bycampetent government
certifying organization shall be preferred, andéosubmitted.

xvii) The overall installed unit should be properly desd, and its
structure should be able to withstand a total VeHmad upto 40-Tons at
any point over the structure, more particularlyhet centre of the unit, so
as not to suffer any accidental physical damageh® unit and the
components under the pit cover. A suitable pitcamditioning system
should be provided to cool the UVSS during the tagibient temperature
occasions

xviii) The UVSS should have open protocol for integratrath other
security systems and also networking for any rematenitoring
requirements.



Main Camera

Sensor Type

Digital Progressive Scan CCD

Resolution 1024 X 768 and above
Video Format GigE
Certifications CE and FCC compliant
Power Supply 12V to24V DC, <10 W
License Plate Capture Camera Interface P
Format HDTV 720p/1080
Resolution 1 Megapixel and above
Shutter Speed 1/50 to 1/20000 and above
Frame Rate 25/ 30 fps
Auxiliary Camera Sensor Type CCD/CMOS Color Area Sensor
No. of Pixels 640X480/704X480 Pixels
Video format NTSC/PAL
Resolution 480 TV Lines
Power supply 12V DC
Mechanical Structure Material Structural Steel with 'Rust free'

stainless steel top

Camera and Light

. . IP 68

Environmental Protection Enclosure

Processing Unit Processor Intel Pentium (2.4 GHZ) or better
RAM 1GB
Hard Disk Capacity 500 GB
PCI/PCle Slots 2 PCI/PCle Slots
Display Monitor 19" Color TFT

Sensor Unit Type Inductive Loop Sensor
Power Requirements | 220V AC
Output NO/NC Relay Type

Lighting Unit LED Light Unit 220V AC, 120 W

Unit dimensions (IXbXh)

1890 X 1425 X 510 (in mm)

Installation and Mounting

Fixed: Underground Installed

Speed Limit 20 kmph
Load bearing capacity 40 Tonnes
Operating Temperature -5°t0 50 °C
Local Language Support YES

Integration

Capable of integration

with the overall architeeturof

Surveillance and Access Control System




18. Automated Number Plate Recognition System (ANPRS)

Number Required - 06 Nos.
Specification:

)] The system needs to be installed at the main dxithe
building premises.

i) The System should automatically detect a four wdreel
approaching the installed location by means of atista loops

i)  On detection of vehicle approach, the system wauwlivate
the license plate video capture cameras.

Iv)  The System shall automatically detect the licerlag2pn the
captured video feed in real-time.

v)  The system shall perform OCR (optical characteogattion)
of the license plate characters (English alpha-mienwharacters in
standard fonts).

vi)  The System shall store JPEG image of vehicle arehdie
plate and enter the license plate number into RESEQL database
along with date timestamp and site location details

vil)  System should be able to detect and recognize tigtish

alpha numeric License plate in all standard fomis formats of all
four wheelers including cars, HCV, LCV. Apart frgrinted license
plates, the system should also be able to perf@wognition on
hand painted straight font alpha numeric numbeteplan standard
formats found in Indian license plates.

viii) The system processing should be real time i.egbegnition
of license number plates will happen instantango@sithin less
than a second delay).

iX)  The system should be able to process and read muptates
of vehicles with speed even up to 30km/hr



X)  The system shall be robust to variation in LiceR&ses in
terms of font, size, contrast and color and shaubdk with good
accuracy.

xi)  The system should store video clip of the vehiglpraaching
and leaving the location.

xil)  The system should have option to input certaianise plates
according to category like “Wanted”, “Suspicious™Stolen”,

“Expired”, etc by authorized personnel. On sucagdgssfcognition of
the number plate, system should be able gener&ieatic alarm to
alert the control room for vehicles which have bewarked as
“Wanted”, “Suspicious”, “Stolen”, “Expired”. Systershould have
provision/expansion option to add more categooesuture need].

xiii)  The instantaneous and automatic generation of alahauld
afford ample opportunity to the customer to manualeploy a
suitable barrier which will prevent the escapeusftsvehicles.

xiv) System shall have option to be integrated with roteEess
control hardware on site.

xv)  The system shall enable easy and quick retrievahapshots,
video and other data for post incident analysisiaméstigations.

xvi) The system should be able to generate suitable fsjp8rts
that will provide meaningful data to concerned auties and
facilitate optimum utilization of resources. Theseports shall
include:

a) Report of vehicle flow at each of the installeddtbons
for Last Day, LastWeek and Last Month.

b)  Report of vehicles in the detected categories et e&
the installed locations for Last Day, Last Week drakt
Month.

C) Report of Vehicle Status change in different Vehicl
Categories.

xvii) The system shall have Search option to tune thertepased
on license plate number, date and time, site logas per the need
of the authorities.

xviii) The system shall have option to save custom redorts
subsequent use.



xix) The system shall have option to export report bgiag/ed to
common format for use outside of the ANPRS or etipgrinto
other systems.

xX) The system should provide advanced and smart segrch
facility of License Plates from the database. Th&meuld be an
option of searching number plates almost matchiitly the specific
number entered (up to 1 and 2 character distance).

xxi) The system should have option to add new categgry b
authorized personnel.

xxii) The system should have option to update vehiclristam
specific category by authorized personnel. E.g €@neaval of stolen
vehicle, system entry should be changed from “&toléo
“Retrived”.

xxiil) System should provide an option for advanced usetane
the system parameters.

xxiv) System should have option to configure site locetiand
data management settings.

xxv) The Central Management Module shall run on the ASPR
Central Server in control room.

XXVI) System should have ability to perform remote
management from control room, including:

a)  Vehicle Category Editor
b)  Vehicle Log Module
C) Password Management

xxvil) The Hardware specification for the ANPRS should &e
minimum of below:

XXViii) The System should also have provision for Visiterdc
collection kit for visitors dropping the cardsord slot for exiting of
vehicle.



Technical Specification:

Protection Housing

Camera Interface IP
Format HDTV 720p/1080
Resolution 1 Megapixel and above
Shutter Speed 1/50 to 1/20000 and

above

Operating 0-50°C
Temperature(°C)
Frame Rate 25/ 30 fps

Lens Varifocal 5-50 mm
Electronic IRIS DC Type
Control
Mount C/ICS
Image Format 1/4" 1 1/3" 1/2"

IR llluminator Wavelength 850 nm (Semi Covert)
IR llluminator Range 10-15m
Environment IP65 / IP66
Protection

Filters IR filter

Camera Housing Environment IP65 / IP66

Integration

Processor Intel Pentium (2.4
Processing Unit GHZ) or better
RAM 512 MB
Hard Disk Capacity 250 GB
Display Monitor 19" Flat
Speed Limit 40 Km/hr
Installation and Mounting Pole Mounted
Capable of integration with the over

architecture of Surveillance and Access Con

System

trol

xxix) System Performance

a) The system should work in both day and night caoomist with

good accuracy.

b) The system should have a minim@5% plus vehicle detection

accuracy.

c) The system should have an accuracyabfleast 90% vehicle
number plate recognition capability for printed license plates in

standard format and fonts.



19. Electronic Fencing Management System
19a. Height - 1.2 meter for lengthldfO0 meters with 04 zones
19b. Height -1.2 meter for length 60 meters with 03 zones
(To be integrated with the surveillance and alarm sgtems)
Specification

()  The system will be a Non-Lethal Perimeter Seglgystem.

(i)  The system will alert any kind of intrusionrtugh an audio
alarm System that can be in the vicinity of morantl800 meters,
within 02 second.

(i) The security fence system will produce a higbitage at an
energy output of 2.5 Joules, which will act as ative deterrent, a
physical barrier and a reliable detection system.

(iv) The security fence system should produce & gltage in
the range of 7.0kV to 9.9 kV(No load) to deter,edttand deny
physical intrusion by giving the intruder a shatharp and painful
shock.

(v)  The Energizer will be able to check the fencmuad 50 times
a minute and the instant the pulsated wires areoctidmpered, a
built-in-alarm will immediately alert the monitognpersonnel and
the security authorities, along with the zone térapted break-in.

(vi) External Alarm will be activated immediately. As a
precautionary means an internal alarm is provided aubstitute in
case of failure of external alarm.

(vii) Solar PV Module of reputed make will be supgl, which can
generate the required power to charge the Lead Battery. In

general the Battery backup provided will be for H8. in the event
of complete darkness or solar power input failure.

(viii) Auxiliary supply of 230V AC will be provide.

(ix) Energizer:
a. Input voltage : 12V DC
b. Input Current : 500mA
C. Output voltage : 7.0 KV t0 9.9 KV



d. peak current ; 7.5 A (500 Ohms Non
inductiveload)

e. Pulse interval : 1.2 second
f. Pulse duration : 0.03 seconds
g. Output energy ; 2.5 Joules

h. Weather proof unit

(x) Fence Voltage Alarm: The wunit is designed to sense
anytype of tampering /intrusion over the fence gstesm and
activate the audio alarm within 1.2 seconds. Tiieis also having
a 12V output terminal for triggering additional gads like CCTV,
Floodlights, Computer peripherals etc.

(xi) Lightning Diverter : Energizer built in lighting diverter will
be provided to protect the Solar security fencaesgsfrom stray
Lighting.

(xii) Fence wire: 2.5-2.59mm diameter, High tensile wire
with minimum of 230 gms/sq.m zinc coating thicknesSTS of
140.5 Kg/sq.mm and break strength of 740Kgs.

(xii) Fence Posts: The prefabricated posts are used to carry
the fence wires along the boundary wall to protieetpremises from
any type of intrusion. The posts used are galeshito ensure
protection against rusting and long life. The detaf posts are as
under:

a. Corner /End posts : 40mm sq. galvanized post.

b. Intermediate posts : 20mm sqg. (anti-climbing
configuration).

C. Support posts: 25 NB Class ‘B’ post for evegrner
post.

(xiv) Operating Temperature: -5°C to + 50°C

(xv) Integration: Capable of Integration with tbeerall architecture of
Surveillance & Access Control System.



20. Hand Held Explosive Detector

Number Required - 04 Nos.
Specification
Type Hand held/Portable

Principle of detection

FAIMS (Focusing of ions @tospheric pressure in a
high-field asymmetric waveform lon Mobility
Spectrometer) No Radio-active source & materials.
Vapour and Particle Trace detection

Detectable substance

Capable of detecting mogamgiland commercial
explosives.

Explosives type
Capable of detection
explosives.

Nitroglycerine (NG), EGDN, trinitrotoluene

(Tol, Trotyl, TNT), PENT (Tetranitrapentaerythrit,
pentaerythrittetranitrate, pentrit, PENTN), hexogedX),
oktogen (HMX), tetryl (Tetril), threeacetonethreepeade
(Cyclethreeacetonethreeperoxide, TATP) u nitrotedie
powders, engaging mixing explosives on their ground
Semtex and other plastic and elastic explosivahemasis
of RDX, PENT or their mixture, B-type compositiofisT -
20, TT-40, TT-60, TT-80, MC,) C-type (C1, C2, C3,C
etc.), H-6, HBX, Minol-2, Amatol. Primacord, Pristeeet,
Tetritol, Tritonal, Cordit N.

Sensitivity

Not worse, then 10-13 gramme/centingtby TNT for
Vapour detection mode (at the temperature of +288¢
relative humidity of 80%)

Field programmable

Field programmable by operatorchanging paramete
of threshold level and the mode of operation frowa key
of main unit.

Display/Detection

On LCD Main unit- alarm, levebdah and audible alarm i
when threshold level is exceeded

N

False Alarm

less than 1%




Response time

Sample intake & Response & Analysis time in Va
mode- 8 to 10 seconds.
Response & Analysis time in Particle mode — 2-2ads.

por

Sampling capability

Vapour and Particle mode.

Alarm mode

Visual and Audio

Calibration

Automatic adjustment

Fault identification

Error Message when unit regsiservice or low battery.

Warm up/start time

No more, that 10 seconds (indvapode), 3..4 minutes |
particle mode (time of a warming up of a heater)

n

Output/massage displa

LCD message display, alaima

Controls

Main unit-power switch and 3 operate key.

Power supply

6V DC rechargeable battery, 1.3 AH

Option

AC/DC 100..240 V/50..60 Hertz power adapterPcs),
Battery (2 Pcs), Charger.

Battery life/duration

Continuous operation time self-contained regulation
from one battery —upto 4 hours.

S

Power consumption

Nominal, not more, then — 2 Watlithout heater), -1(
Watts (with working heater).

O

Operational
environment

Operating relative humidity-no more, that 90% RH +¢
25°C) no condensation.

Operating temperature

-5°C to + 50°C

Storage temperature

-5°C to +50°C, relative hugnitit more, that 80% RH (&
+25°C)

Safety standard In accordance with Indian certéicaf Public Service @
Civil Aircraft and Sanitary epidemiological Concios
Weight Main unit with the battery not more, tharg2k

Dimension

Main unit = L30 x W9 x H18cm




21. Nuclear & Chemical Agent Detection System
Number Required- 06 Nos.
Specification

Nuclear & Chemical Detector

Detection
performance

() compounds with proton or electron affini
detection limits in the ppb and ppm concentra
range

(i) Toxic Industrial Chemicals(TICs) : Standaro
Compounds: ammonia, sulfur dioxide, hydrog
cyanide,

chlorine, volatile chlorinated hydrocarbons

(i) Chemical Warfare Agents (CWAs) Tabun
(GA), Sarin (GB), Soman (GD), VX, sulfur muste
(HD), nitrogen mustard (HN), Lewisite (L) Oth
compounds as required.

Y,
[ion

jen

\rd
er

Gamma-Probe

Measuring range: 150 nSv/h — 20@®v/h (further
ranges on request)
Energy range: 40 keV — 1,3 MeV

lonisation source

XPITM Photo lonization
(Low energy source)
Optional: Ni-63 with 100 MBq activity

Data interfaces

Ethernet

Operating -5 °Cto +50°C
Temperature
Humidity Suitable for any atmospheric humidity
Drying filter Approx. 9000 hrs of operation.
lifetime
MTBF > 1000 hours
MTTR < 10 minutes (Operator level)
< 45 minutes (Direct Support)
Power 100 - 230V AC, 150 W,
requirement Optional 18 - 32 V DC
Integration Capable of Integration with the overall architeetof

Surveillance & Access Control System




22.

Biological Agent Detection System

Numbers Required

- 06 Nos

ASAS

Flow rate

1 litre per minute

Particle size range 0.5mto 15 m
Size resolution 0.5m
Asymmetry factor range 0 t0100

Max. particle throughput

20,000 particles per sec@ri,250 p/cc)

Fluorescence

Flow rate

2 litres per minute

Excitation wavelength

280 nm

Fluorescence channel 1

330 nm to 650 nm

Fluorescence channel 2

420 nm to 650 nm

Temperature range

Operational

-5°C to +50°C

Storage

-33°C to +70°C

Humidity range

up to 95% RH

Shock and vibration

to DEF STAN 00-35

6-

EMC to BS EN 61000-1-6 and BS EN 61000
3
Power 200 W max (110/220 VAC, 47-63 Hz

18-36 VDC)

or

Total instrument flow rate

33 litres per
concentrator

minute algh x 10

External interfaces

Communication via Ethernet oaghh
speed serial link

Integration

Capable of Integration with the over
architecture of Surveillance & Acces

all
S

Control System




23.

EXPLOSIVE DETECTION SYSTEM

Number Required - 06 Nos.
Specification
Detector Type lon Trap Mobility Spectrometer (ITMS®)
Analysis Time Maximum 7 seconds
Sample Surface wipe or optional vacuum collection
Acquisition
Operating 0 to 50°C
Temperature
Storage 0 to 50°C
Temperature

Battery Backup

60 minutes of standby time

Computer Pentium-based, industrial-grade, single-board
computer, solid-state hard disk
Display 10.4 in (26.4 cm), 640x480 pixel, 300 nits

brightness, TFT-LCD monitor with resistive
touchscreen

Signal Processing

Recognition on multiple peaks and Explosives
output to 4 different display types, including bar
graph display or time-of-flight plasmagram displa

Detection Modes

Explosives (optimized negative ion mode)

Explosives
Detected

RDX, PETN, TNT, Semtex, Tetryl, NG, Nitrates,

y

HMX etc.




ne,
PA

24. Blast Resistant Sentry Post
Number Required - 03 Nos.
Specification

Dimension 2.0m x 2.4m (h)-External /1.8m x 3.82.0m (H)-
Internal

Metal Frame | Made with hollow sections fully galvaeul according to
EN 10219-1

Walls 4cm Per panels + Antiballistic panel Levepodtection
Level (NI1J) according to Standard-0108.01

Roof 4cm Per panels + Curved Polycarbonate withmithwm
frame

Openings 1 bullet proof door on each side as pgigde
4 bullet proof windows 99.5cm x 79cm (non-openiAg)
as per design
All windows available with tined or reflective spier
free glass.

Physical 2 ventilation zones, ballistically fully protected

ventilation

Subfloor Plywood layer of 10mm, galvanized sheets ,
Antiballastic Panel Level IV (NI1J)

Final Floor PVC layer

Electrical 220V-50 power supply, 4 triple socket$ roof light &
AC line.

Accessories | A/C 9,000 (heater-cooler), 02 roof mounted seaigifits

included adjustable from inside,*1aid kit, 02 fire extinguisher
2Kg, 03 Chairs, 01 Communication Interpho
Emergency rechargeable torch, Battery Operated
System

Operating -5°C to +50°C

Temperature




25.

LED (42"

Number Required

- 32 Nos.

Technical specifications

Picture/Display

Brightness: 400 cd/m?

Diagonal screen size (inch): 42 inch
Panel resolution: 1920x1080p

Picture enhancement: 3/2 - 2/2 motion pu
down, 3D Combfilter, Color Transient
Improvement, Digital Noise Reduction,
Dynamic contrast, Luminance Transient
Improver

Response time (typical): 6.5 ms
Viewing angle: 178° (H) / 178° (V)
Dynamic screen contrast: 500000:1

Convenience

Ease of Use: Graphical User Interface, M¢
Control, On Screen Display On-Screen

Display languages: English

Loudspeakers

Built-in speakers: 2

Sound

Output power (RMS): 16W

Supported Display
Resolution

Computer formats: 1920 x 1080,
60Hz
Video formats: 1080i, 60Hz




26 Data Wall

Number Required - 03 Nos.

Specifications (In full Daylight)

Screen (LED) 70 Inches Diagonal Ratio 5:3 1
Nits (Brightness) 1400
Environment Casing with Internal Cooling 1

RGB: 2048X1536,

Resolution DVI: 1920X1200

Inputs (DVI/ RGB) 1

Viewing Distance 4 ft onwards




27. Uninterrupted Power Supply (UPS)

(a) UPS-1PHASE 1IN 1G

Number Required - 22 Nos.
Specification
Output
Output Power Capacity 4000 Watts / 5000 VA
Max Configurable Power 4000 Watts / 5000 VA
Nominal Output Voltage 230V

Output Voltage Note

Configurable for 220: 230 or 240
nominal output voltage

Efficiency at Full Load

96%

Output Voltage Distortion

Less than 5% at full load

Output Frequency (sync to mains

)47 - 53 Hz for 50 Hz nominal

Crest Factor

3:1

Waveform Type

Sine wave

Output Connections

(8) IEC 320 C13
(2) IEC 320 C19
(4) IEC Jumpers

Input

Nominal Input Voltage

230V

Input Frequency

50/60 Hz +/- 3 Hz (auto sensing)

Input Connections Hard Wire

3-wire

Input voltage range for main
operations

160 - 286V

Input voltage adjustable range for
mains operation

151 - 302V

Batteries & Runtime*

Battery Type VRLA
Typical recharge time 3 hour(s)
Replacement Battery RBC55

RBC™ Quantity

2

Extended Run Options

UPS 5000VA 230V

Rackmount/Tower

*Battery to be replaced, every two years,the clatssbe part of CAMC

Communications & Management

Pre-Installed Cards

AP9617

Control panel

LED status display widh Line




On Battery Replace Battery and Overload indicators

Audible Alarm configurable Audible and visible alarms
delays

Surge Protection and Filtering

Surge energy rating 480 Joules

Filtering Full time multi-pole noise filtering.8%

IEEE surge let-through : zero meets UL 1449
clamping response time

Physical

Maximum Height 222.00 mm
Maximum Width 483.00 mm
Maximum Depth 660.00 mm
Rack Height S5U

Net Weight 97.73 KG
Shipping Weight 106.82 KG
Shipping Height 635.00 mm
Shipping Width 610.00 mm
Shipping Depth 762.00 mm
Color Black

Units per Pallet 3.00
Environmental

Operating Environment 0-40°C
Operating Relative Humidity 0 - 95%
Operating Elevation 0-9000 meters
Operating Temperature -5°C to +50°C
Storage Temperature -15-45°C
Storage Relative Humidity 0 - 95%
Storage Elevation 0-15000 meters

Audible noise at 1 meter from | 53.00 dBA
surface of unit

Online Thermal Dissipation 430.00 BTU/hr

Integration : Capable of Integration with the oVera
architecture of Surveillance & Access
Control System

Conformance

Certification C-tick,CE,EN 50091-1,EN 50091-
2,GOST,GS Mark,VDE

Environmental Compliance RoOHS 7b Exemption

**The time to recharge to 90% of full battery cajwacfollowing a
discharge to shutdown using a load rated for 1¢2fuh load rating of the
UPS.



(b) UPS- 3 PHASE 1N 1G

Number Required- 01

General

Bypass Connection 5 wire 3PH + N
+G

Max Bypass Input Current 162A

Bypass Protection Device 175A

Output

Output Power Capacity 10 kW /10 kVA
Max Configurable Power 40 kW / 40 kVA
Nominal Output Voltage 120V,208V,208V
3PH

Output Voltage Distortion Less than 5% at
full load

Output Frequency (sync to mains) 57 - 63 Hz for 60
Hz nominal

Output Connections
(1) Hard Wire 5-wire (3PH + N + G)
(1) Screw Terminals

Output Voltage Tolerance +/-1% static and +/- 5% at
100% load step

Output Voltage THD < 2% for O to 100% linear
load and < 5% for full n

Overload Operation 60 seconds@ 125% and 30
seconds at 150%

Required Output Current Protection 50A

Bypass Built-in Static Bypass
Input

Nominal Input Voltage 208V 3PH

Input Frequency 50/60 Hz +/- 5 Hz (auto
sensing)

Input Connections
Hard Wire 5-wire (3PH + N + G)
Input voltage range for main operations 77 1240V

Maximum Input Current 162A
Input Breaker Capacity 175.0 A
Type of Input Protection Required 3-pole breaker

Batteries & Runtime

Battery Type: Maintenance-free sealed Lead-Acitebawith suspended
electrolyte : leakproof

Included Battery Modules 1

Available Battery Slots 3

Typical recharge time 2 hour(s)



Nominal Battery Voltage
referenced to neutral)

DC Overcurrent Protection
Efficiency in Battery Operation
Overload Operation

30 seconds at 150%

+/-192 V (split battery

125A
94%
60 seconds@ 125% and



28. 24-Port Gigabit Switch : Managed

Number Required - 20 Nos.
Specifications
Standards IEEE 802.3, 802.3u, 802.3ab, 802.3x, 802.1p, 802.1Q
Ports Twenty-four 10/100/1000 RJ-45 ports and 2 shared

Mini-GBIC slots

Cabling type Category 6 Ethernet or better compatible with OFC
LEDs System, Link/Activity, Gigabit

Switching capacity

48 Gbps, non-blocking

MAC table size

8000

Number of VLANS

256 - static

Web user interface

Built-in web user interface for easy browser-ba
configuration (HTTP/HTTPS)

sed

SNMP

SNMP versions 1, 2, and 3 with support for traps

SNMP MIBs

RFC1213 MIB-2, RFC2863 interface MIB, RFC26
Ether-like MIB, RFC1493 bridge MIB,
RFC2674 extended bridge MIB (P-bridge, Q-bridg
RFC2819 RMON MIB (groups 1,2,3,9
only), RFC2737 entity MIB, RFC 2618 RADIU
client MIB

65

je),

S

RMON

Embedded RMON software agent supports 4 RM
groups (history, statistics, alarms, and

events) for enhanced traffic management, monito
and analysis.

ON

ing

Firmware upgrade

Web browser upgrade (HTTP)
Trivial File Transfer Protocol (TFTP) upgrade

Port mirroring

Traffic on a port can be mirrored to another port
analysis with a network analyzer or
RMON probe

Other management

RFC854 Telnet (menu-driven configuration)
SSH and Telnet management

Telnet client

SSL security for web user interface

Switch audit log

Dynamic Host Configuration Protocol (DHCP) clie
BOOTP

Simple Network Time Protocol (SNTP)
Xmodem upgrade

Cable diagnostics

PingTraceroute

Security Features

IEEE 802.1X802.1X - RADIUS authentication;
MD5 encryption

Access control lists

f

Differentiated services code point (DSCP)/IP




(ACLSs)

precedence-based class of service (CoS)
IPv6 traffic-class-based CoS

IP address

Subnet mask

Protocol

Service type

MAC address

VLAN ID

TCP/ User Datagram Protocol (UDP) port

Link aggregation

Link aggregation using IEEE 802.3ad LACP
Up to 8 ports in up to 8 trunks

Storm control

Broadcast, multicast, and unknown unicast

Spanning Tree IEEE 802.1d Spanning Tree, IEEEE 802.1s Multiple
Spanning Tree, IEEE 802.1w Rapid
Spanning Tree, Fast Linkover
IGMP snooping IGMP (versions 1 and 2) snooping provides for fast
client joins and leaves of multicast streams amatdi
bandwidth-intensive video traffic to only the
requestors.
Priority levels 4 hardware queues
Scheduling Priority queuing and weighted round-robin (WRR)
Class of service Port based
802.1p VLAN priority based
IP ToS/differentiated services code point (DSCP)
based
IPv4 and IPv6 traffic class based
Layer 2 VLAN : Port-based and 802.1Q-based VLANs
PVE
Management VLAN
Head-of-line (HOL) | HOL blocking prevention
blocking
Jumbo frame Supports frames up to 10 KB
Dynamic VLAN dynamic VLAN registration
GVRP
Standards 802.3i 10BASI-T Ethernet, 802.3u 100BASE-TX Fast
Ethernet, 802.3a1000BASE-T
Gigabit Ethernet, 802.3z Gigabit Ethernet, 802I8w/1
contro
Power 10C-240V, 50-60Hz, internal, universal
Certification FCC Part 15 Class A, CE Class A, UL, cUL,
mark,CE
Operating -5°C to +50°C
temperature

Storage temperature

L20° to 70°C (-4° to 158°F)

Operating humidity

10% to 909

10% to 95%

Storage humidity




Minimum Category 6 Ethernet network cable
Requirements TCP/IP installed on each computer within the
network

Network adapter installed in each computer
Network operating system (Windows, Linux, Mac OS
X)

Integration Capable of Integration with the overall architeetof
Surveillance & Access Control System




29.

24-Port 10/100 Switch : Unmanaged
Number Required - 35 Nos.
Specifications
Standards IEEE 802.3, IEEE 802.3u
Ports Twenty-four 10/100 RJ-45
Cabling type Category 5 Ethernet or better
LEDs System, 1 through 24
Range 328 feet

Security features

Security slot

Power

100V ~ 240V AC, internal 3.3V/5A

Certification FCC Class B, CE
Operating -5°C to +50°C
temperature

Storage temperature

-40° to 158°F (-40° to 70°C)

Operating humidity

20% to 95%

Storage Humidity

5% to 90%

Integration

Capable of Integration with the over
architecture of Surveillance & Acce

all
SS

Control System




30.

CAT6 UTP Cable

Length Required -

Specification

20,000Mtrs

Cable Dimension

4 Pair Cable 500m Reel, PVC, W&,6

Cable Dimension

4 Pair Cable 500m Reel, LSZH, 1B€.3,
UTP, Cat 6

Operating -5°C to +50°C
Temperature
Integration Capable of Integration with the ove

architecture of Surveillance & Acce
Control System

rall
SS




31

CAT6 Patch Panel

Number Required

Specification

- 25 Nos.

Panel Dimension

24 Port Patch Panel, 1U, RJ450M%8
UTP, Cat 6

Panel Dimension

48 Port Patch Panel, 1U, RJ45, AR8A
UTP, Cat 6

Operating -5°C to +50°C
Temperature
Integration Capable of Integration with the ove

architecture of Surveillance & Acce

rall
SS

Control System




32. CAT6 Patch Cord

Number Required - 500 Nos. (100 Nos of each categpr

Specification

32a. Patch Chord Patch Cord, 1m, RJ45, UTP, Cat |6

Dimension (qty-100)

32b.Patch Chord Patch Cord, 2m, RJ45, UTP, Cat|6

Dimension(qty-100)

32c.Patch Chord Patch Cord, 3m, RJ45, UTP, Cat|6

Dimension(qty-100)

32d.Patch Chord Patch Cord, 5m, RJ45, UTP, Cat|6

Dimension(qty-100)

32e Patch Chord Patch Cord, 7m, RJ45, UTP, Cat |6

Dimension(qgty-100)

Operating Temperature -5°C to +50°C

Integration Capable of Integration with the
overall architecture of Surveillance
& Access Control System




33. External Hard Drive

Number Required - 20 Nos.

Specifications

Capacity 27TB

Operating -5°C to +50°C

Temperature

Integration Capable of Integration with SAN and tleverall
architecture of Surveillance & Access Control Sgste




34.

Power Cable

Length Required:

34a. Internal Cabling - 20,000 Mtrs.
34b. Underground Cabling — 5000 Mtrs

Specifications

Cable Description

2.5 Sg mm 3 core Armoured PVCté&b&ower Cable

Colour

One particular color for the entire systems

Weathering As per normal

Condition

Operating -5°C to +50°C

Temperature

Integration Capable of Integration with the overatchitecture o

Surveillance & Access Control System

Compliance

EMI/EMC compliant




35. PVC Conduit

Length Require

Specifications

d - 70,000 Mtrs.

Description: Conduits

Conduit flex, 1 2_ Liquid Tl 100 ft/pk, grey

Conduit flex, 3 4_ LiquidTite UL 100 ft/pk, grey

Conduit flex, 1 2_ UL 200 ft/pk UL, blue

Conduit flex, 34_ UL 200 ft/pk UL, blue

Conduit; 2. PVC SCH40 20_ length belled end, gr

Description : Coupler

Coupler, 1 2_ LiquidTite fmox entrance UL, grey

Coupler, 34 _LiquidTite for box entrance UL, grey,

Operating Temperaturg

-5°C to +50°C

ey



Storage Area Network (SAN) with Switches

Number Required

Specifications

03 Nos.

Storage Capacity

Minimum 144TB raw storage capauitly Fibre
Channel drives;

Minimum 234TB with high-capacity SATA drives

Scalability

Minimum 240 drives in the storage array

Number of Storage

2 per Controller

System Cache

8GB

ctly
HA

RAID Levels RAID 0, 1, 1/0, 3, 5, and 6

Supported Servers All dual- and quad-socket Servers

OS Support Windows Server 2008 Linux®, Solaris™, walle®,
AlX, HP-UX

Number of Supported | Up to 6 FC and 4 iSCSI or 2 FC and 6 iISCSI dire

Hosts connected HA hosts; Up to 512 SAN attached
connected hosts

Front-End Base Models:

Connectivity (Ports Pe
Array)

I'Four 4Gbit Fibre Channel and four 1Gbit iISCSI
Four 8Gbit Fibre Channel and four 1Gbit iISCSI
Four 8Gbit Fibre Channel and four 10Gbit iISCSI

Additional Optional UltraFlex 10 Modules:
4Ghit Fibre Channel

8Ghbit Fibre Channel

1Gbit iISCSI

10Gbit iISCSI

Drive Interface

4Gbit Fibre Channel interface

Failover from each storage processor to both H
Channel loops is possible

ibre

Drives Available

Enterprise Flash Drives

15k RPM Fibre Channel

10k RPM Fibre Channel

7.2k RPM SATA I

5.4k RPM SATA Il (Low Power)

Software

Snap shots of network at any given tinhgny part
of network
Mirroring/Real time data back up software.

Network Management tools like analyzer

to




enabletrouble shooting.

Quiality of service manager

Virtual Manage, Machine and provisioning
Network Analytics

Dimensions Length, Width and Height as required

Operating Temperature -5°C to +50°C

Integration Capable of Integration with the oveeatthitecture of|
Surveillance & Access Control System




37. Rack
37a. Rack 6U — 55 Nos.

37b. Rack 42U - 03 Nos.

Specifications

Operating Temperature -5°C to +50°C

Surface Protection 7 Tank treatment




38. RG11 Video Cable
Length Required - 200 mtrs.
Specifications
Description RG11 Dual and Quad Shield products uaed for
video cameras, closed circuit television and
Community Access Television applications. These
cables are swept tested to 2.2 GHz.
Features Plenum Dual Shield: Corning Gilbert F @ubor
GF-11-300P/388 75 Ohm or Amphenol BNC
Connector 31-71034 Ohm.
Connectors Plenum Quad Shield: F Connector GAF-HP/A50

75 Ohm.

Non-Plenum Dual & Quad Shield: Corning Gilbert
GF-11-AHS/460 or GAF-360-11 75 Ohm.

Operating Temperatur

e -5°C to +50°C

Integration

Capable of Integration with the oveealthitecture of

Surveillance & Access Control System




39. Optical Fiber Cable (OFC) & Connectors

39a. OFC- 06 Core - 5,000 Mtrs
OFC -12 Core - 5,000 Mtrs
OFC - 24 Core - 10,000 Mtrs
Specifications
OFC Specification

900 M Tight Buffered
Optical Fiber | _Internal / Duct grade
Cable Buffered| _ Aramid Yarn Strength Member
(Single Mode) | _ ULSZH Sheath
__E Glass Yarn — Rodent Resistant
Optical Fiber | CFR-00250 CFR-00240 n/a 6 Core
Cable 91.A1020 CFR-00242 CFR-00348 12 Core/24 Core
(Single Mode)

39b. OFC Connectors

Numbers required - 2000 Nos.

OFC Connectors127mm, MM, PC+ ferrule, 3mm cable
106053-5000 126mm, SM, PC ferrule,3mm cable
106053-5500 126mm, SM, PC ferrule, 900mm buffered
fiber

106053-5400 126mm, SM, PC ferrule, 90 yellow boot,
3mm cable

106053-0500 127mm, MM, PC+ ferrule, 900mm buffered
fiber
106053-0400 127mm, MM, PC+ ferrule, 3mm 90° Boot
FC Adopters | alignment sleeve, square mounting #ang
106152-1000 alignment sleeve, “D” hole mount
106156-1000 Phosphor Bronze alignment sleeve, @& h
mount
106156-0100 Phosphor Bronze alignment sleeve, squar
mount flange

Operating -5°C to +50°C
Temperatur
Integratior Capable of Integration with the overall architeetuwf

Surveillance & Access Control System




40. Wall Mounted Cable Tray

Length Required - 1200 Meters

Specifications

Description H-1" (30mm), H-2"(54mm)

W-2" (50mm), W-2" (50mm)

L-10’ (3mtrs), L-10" (3mtrs)

Ingredient Aluminum/Similar light weight alloy @rtank treated

Colour Normal/similar
Operating -5°C to +50°C
Temperature

Integration Capable of Integration with the overalchitecture o
Surveillance & Access Control System

Surface ProtectigrY Tank treatment

Material STEEL-MS 1079 (O) with minimum 2.0 mm thickness
Specification




SOFTWARE

41.

Application Software (AS).

Number Required - 03 Lots

Specification

(@) The Application Software (AS) proposed shall fmeven to be

robust and reliable prior to being supplied, irsthl tested and
commissioned. It shall be user friendly and fléxienough to provide
interactive operator prompting to assist operatoo &re not familiar with

the system terminologies, operating system or nstructures, to be able
to operate the system with ease and minimal trginin

(b) The AS shall be of a web server based soluti@nly Internet
Explorer (IE6 and above) is required for a worketatto access the
SACMS server to start daily alarm monitoring anchagement operation.

(c) The SACMS AS proposed shall provide English and
RomanHindidescriptions and messages using bothbis¢d menus and
graphical icon displays.

(d) The SACMS AS shall be capable to support, fmitlimited to the
following:

Minimum number of active cardholders - 400,000
Minimum number of readers - 1200
Minimum number of access groups - 255
Minimum number of time schedules - 255
Number of programmable guard tours - 20

: 10 digits programmable (Personal identificatdamber PIN
Codes.

~®PQoo0 o

The Ilimits stated above shall be extended shothiey tbe found

insufficient.

(e) Operator Rights.

() The SACMS AS shall provide different accesshtgy to
individual or groups of system administrators faclke configurable
field within the software.

(i)  The software shall also allow the programmumigindividual
operator’s permissions on certain selectable fidfols edition.
Permission shall be configurable to the following:



(A) Read only

(B) Read and write

(C) Read, write, change

(D) Read, write, change and delete

() The SACMS AS shall provide a simple way for tlsgstem
administrator to configure entrances selective frarist of pre-defined
door models. The following list of door modelsablbe provided by the
system:

Door with entry and exit reader

Door with entry reader and request to exit button
Door with entry or exit reader

parking lot with barrier and traffic light control
Elevator with floor control

Mantrap

Door with combined arm/disarm IDs function
Time and attendance door

Combined car/truck entrance with double reader

—Ss@mean Ty

(g) Selective a pre-defined door model shall autarally assign the
corresponding reader, input and/or output channighinw the access
modular controller hardware to the chosen function.

(h) Cardholder Enrolment - The SACMS AS shall provide an
easy way of entering cardholders into the databasaddition to basic
data, such as first name, last name, badge numdeaceess
authorizations, the following information shall pessible, but not limited
to:

PIN code

Validity period

Membership

Status fields, such as employee, visitor, guard
Address fields

Personal data

Individual fields editable by administrator

@~po0oow

() Cardholder Images It shall be a standard feature provided in
the SACMS management software for taking photosnmsing or
importing cardholder images into the cardholdeabdase,such that stored
cardholder's image can be displayed automatically tbe SACMS
workstation during access monitoring or for videwification purposes.

(k) Import and Export of Cardholder Master Records




() The SACMS AS shall provide an import and expatérface
to import existing cardholder master records fromseparate
database or a Time & Attendance system or to expertmaster
records for further use by another application.

(i)  The interface shall support at least commoused comma-
separated and fixed-field-length file formats fasy adaptation by
applications when import or export.

(i) The interface shall support the definitioniafport and export
rules, such as split an incoming name into firshe@and last name
fields.

()  Access Authorizations The SACMS AS shall provide the
grouping of entrances, which can consist of onanore readers. An
entrance can be used by several groups. Accebsreattions/entrance
groups must be assignable directly to a cardhotwtelbe combinable with
time models using area-time authorizations.

(m) Area-Time Authorizations the SACMS AS Shall allow
incorporating of access authorizations with timedels. The assigned
time model defines the time when an access auttmizis active at an
entrance/entrance group.

(n) Time Models, Day Models and Special Days The SACMS AS
provided shall allow the creation of time models &ny specific day
within the day models. Configuration for Speciaysd, such as public
holidays shall also be supported. The definitibtimme models provides a
simple way of defining periodically recurring dayodels, which have a
specific order. The time model can be used togetvith the access
authorization at any entrance or entrance groups.

(o) Access Profiles

() The SACMS AS shall support the grouping of asce
authorizations of access-time authorizations, glog an easy way
of assigning frequently used access profiles tad aasers and
visitors.

(i) It shall be possible to allow a cardholderdarry only one

card, where that card can function as a normalssccard, or as an
arm/disarm card, or as a time attendance card,com@ination of

any of these functions. All cards shall be gengrinature and the
controller shall be able to reassign the functiprds each card

depending on the door reader definition.

(p) Defining the Area of Contrel The SACMS AS shall provide the
ability for defining of logical areas, which coub& single room, groups of




rooms, entire floors (or parking lots) where acaas#rol points/entrances
could be assigned to. Limitation on the maximurmbar of people (or
cars) in the defined logical area shall be possilifle programming.

(q) Access Sequence Chedlhe SACMS AS shall provide an access
sequence check, allowing an authorized cardholdeenter a door or
group of doors belonging to a pre-defined area eviign he has already
passed another dedicated door.

()  Dual or Multiple Authorized AccessThe SACMS AS shall

provide the possibility to configure and allow agfeto an access
controlled door only when at least two authorizatdbolders present their
badges at the card reader. The number of cardisofde that kind of

access check in front of an entrance should nbtrbeed by the system.

(s) Defining of Access Route

() The SACMS AAS provided shall allow the defioiti of

routes, which are special access authorizations fbiece the

cardholder to follow through a defined path in fixesequence of
access doors when entering to a site or buildmg@yder to reached
the desired destination.

(i)  Route checking shall start automatically whhbe first reader
IS passed, and ends after passing through therdasker in the
sequence. Any violation by the cardholder shag&r an alarm at
the SACMS workstation.

(t) PIN Code- The SCAMS AS Shall support the input of a PINi€o
for each cardholder. The length of the PIN codmikhbe definable in the
system. The input of a validity period has to bpported.

(u) Duress Code Alarm A duress code alarm message shall
be generated at the SACMS and display on the mamgto
workstation when cardholders keyed in their PINesth another
defined way.

(v) Blocking Cardholders and Blacklist The SACMS AS shall
allow the blocking of cardholders, for example kglidity period.

An operator must also be able to add badges taek Hist, for

example when stolen or lost. If a black-listeddces used at a
reader, an alarm has to be triggered to the SAGHEplaying on

the monitoring workstation all defined and corragfiog alarm

documents.




(w) Visitor Management- Administration of visitors shall be
provided by the SACMS management software in a ragpa
databasewhich should be portable and compatible wd@in data
base.

(x) The operatorsshall be able to assign the fotigwadditional
information to a visitor:

Identification number

Address

Person to visit

Attendant necessary

Expected arrival and departure date and time
Actual arrival and departure date and time
reason for visit

Access authorizations

S@roo0Tp

(y) Visitors shall be handled separately from employees

(z) The visitor management shall allow the printimfga visitor
badge from this data.

(aa) _Guard Tour The SACMS AS shall provide the
possibility to use existing access reader hardwagerform guard

tours. The system must allow the grouping of reade a guard

tour sequence. The delay time a guard needs betimeereaders

(checkpoints) shall be definable. All violatiorsych as wrong

sequence or timeout, shall trigger an alarm andddgn database at
the SACMS.

(ab) Video Verification Access

() The SACMS AS shall provide the possibility fadeo
verification access, by combining access contrth wkisting
video devices. The dedicated readers are comfigfior
verification mode by a checkbox in the configuratio

(i) Instead of opening the door immediately when a
authorized card is presented, the reader/contradleall
generate an event at the SACMS. The reader shkall b
identified in the location map displayed providezhd a
corresponding alarm document displays the storedeof

the cardholder along with a live video image frohe t
corresponding door. The operator shall deternifir@oth



Images match, he can decide to open the door dertg the
access.

(ac) Mantrap- Mantrap function shall be provided to allow
management of two or more interlocking doors cdi@doby two
pairs or more of readers (in/out), or entrance eemadnd request to
exit buttons. Only one door can open at a time.lohg as one door
Is opened, the rest shall be blocked for access.

(ad) Protocol Authorisation The SACMS AS provided shall
support the decision of administrator to set thegeda of
authentication protocol.

(ae) _Parking Lot Managemert The SACMS AS provided shall
allow the administration and control of parkingsloincluding the
administration of the access authorization ancctverol of barriers
and traffic lights. The system shall provide tresgbility to limit
the number of vehicles inside a parking lot so #hdialancing is
possible, and the traffic lights are controlledadmngly.

(af) Random Screening The SACMS AS shall be able to
perform an additional security check by the officer duty at the
site/building exits. The readers at such exitseasily set to that
mode by checking a checkbox and setting the freguenAt
Random, the selected door should not open, butvantehall be
triggered at the SACMS monitoring workstation witdil the
corresponding location maps and alarm documentgonUeceiving
the message, shall remind the operator/guard tckahe cardholder
and his pockets/bags. After which, he can operdtdwe manually
by clicking on the door icon inside the locationgma

(ag) Time and Attendance DataThe SACMS AS provided shall
support access control readers as time and atteedaaders. The
booking events are stored in the central event [d9e event log
supports the filtering for such events and the expdo standard
CSV format text files for use in other applications

(ah) _Access Control Management Alarms and EventsThe
SACMS AS shall provide a wide range of standardnaland event
states. The following alarms/events, but not kaiitto, shall be
supported:

(i) Card unknown

(i)  Card not authorized

(i) Card outside time profile
(iv) Card anti-pass back

(v)  Access timeout



(vi) Door open time exceeded

(vii) Door opened unauthorized.

(viii) Door blocked

(ix) Tamper alarm controller

(x) Tamper alarm reader

(xi) PIN code error

(xii) Duress alarm code

(xiii) Access denied

(xiv) Wrong card version

(xv) Card blocked

(xvi) Card blacklisted

(xvii) Card out route

(xviii)Guard tour alarms

(xix) Random screening

(xx) Other individual alarm extensions
(xxi) Power and Hardware failure Alarm

(@) All alarm/events have to be logged in the ENSACMS
event log database together with all assigned atfronments for a
complete reporting.

(ak) The SACMS AS provided shall have support fmtcal alarm
monitoring and management. It shall also provideide range of
display and control features. It shall provide apdpical user
interface (GUI) that has the same look and feehndigss of which
alarm is activated and received.

(al) Creation of individual authorizations per ogter or operator
group shall be possible. This includes, but mattéd to:

() Selectable displaying, monitoring, and controf
locations, such as individual floor, building, orites
permissions.

(i)  Selectable displaying, monitoring, and controff
system component.

(i) Selectable displaying, monitoring, and comtrof
detector points, such as readers, doors, or cameras

(am) The SACMS AS shall provide practicable cdntra
configuration platform or tool from where everytgirtoncerning
system behaviour, such as access control cardhsddangs, display
features, and authorizations are set up.

(an) The SACMS AS shall provide an easy and imeitivay of
defining/designing the system behaviour of alarmwents when
they activate. It shall provide and allow systaaministrator
during configuration with the use of ‘IF’ and ‘THERNd ‘ELSE’ or



similar conditional functions to define the behawviof individual or
groups of alarm/event.

(ao)  System administrator shall be able to userddoft Excel
spreadsheet as a tool to create the alarm defisitemplate if large
and/or similar configurations are needed. The tatagshall be then
imported to the SACMS.

(ap) The SACMS AS shall securely log all everdkarm
activations and operator’s actions/responses heatarm/event log
database, so to prevent after-the-fact changestamiotect data
from any manipulation.

(aq) The events log database shall include duareced filter
functions such that archive can be kept small aretige. If
required, only desired information shall be arcHive

(ar) The archived shall be allowed export in andéaid CSV
format text file for additional processing in otlagaplications.

(as) The SACMS AS shall be capable for directlpamting of
site/building floor plan drawings or maps that arfe standard
vector graphics format, such as Auto CAD DWF, uded
indicating meaningful location of the alarm actigatin the GUI.

(at) The drawing format for the location maps Ekapport a
logical partitioning by defining sub-areas inside tdrawing, by
marking the area and giving it a logical name.

(au) Administrator Authorised Control of Sub QGaht
Rooms from main Command and Control Centre.

(av) One Extended Terminal from the main command a
control centre to the Administrator.

(aw) A location tree and the location names shalprovided
for in the GUI. Creation of the location tree ath location
names shall simply by scanning the drawings forpgreedefined
logical sub-area.

(ax) The SACMS AS shall support multi-layered dirays and
allows layers to be shown or hidden in the GUI aeligg on the
incoming event. For example, this allows the digpbf escape
routes and fire extinguisher locations when thera fire alarm. A
manual layer control during normal operation shaléo be
provided.



(ay) Time-consuming conversion into a bitmap farenad the
splitting into sections shall be avoided. In tlese of structural
changes inside the drawing (new walls, doors, amdrs), no
changes shall be necessary in the SACMS configurati

(az) The SACMS AS shall provide a library of stard
detector icons for doors, readers, door sensotscides, cameras,
and so on. System administrator shall be abldacephese icons
directly onto the drawing. All assigned controlnooands are
provided when clicking the icon.

(ba) The location and the relative size of an isball be pre-
definable in the drawing, prior to importing intoet SACMS. In
this case, it will save the system administratdriee during
configuration, as it could be done by the architearaftsman.

(bb) The SACMS AS shall provide timer and schlied
functions to support, but not limited to the folliowy:

()  Time based display of information
(i)  Time based automatic controls
(i)  Time based access.

(bc) The timer provided shall supports time frames weekday,
public holidays, and individual programmable spedlays as
desired by the user.

(bd) The SACMS AS shall allow the manual and autmma
printing of all alarm related documents, includilbgation maps,
instructions, and alarm details, such as locatdetector address,
and type.

(be) Printing of all query based reports includergry and exit of
employees, visitors & vehicle management.

(bf) The SACMS AS shall support any standard laserinkjet
printer that comes with a Window-compliant printkiver for use
as an alarm printer. The printers shall be coraetdirectly to a
workstation or to the network.

(bg) SACMS shall allow the integration of importethta of
proximity/contactless/RFID Cards.



Server Structure and System Architecture.

(@) The SACMS server shall be provided with dualuredant
Centralprocessing Units (CPUs) and shall be stradtibbased on
centralized or distributed server architecture.

(b) The dual redundant CPU provided for the SACMSver
shall be reliable and robust in construction tofgremn all the
necessary functions as described in this documaative to the
management of all sub-systems.

(c) The dual redundant shall be micro-processor edyas
completed with adequate disk storage to servicetdhs system
requirements and shall be of an industrial standgpe&, having
proven record in similar applications.

(d) In the event if one (1) CPU fails, the other L.CRhall
automatically takes over the task from the firsinediately without
having any downtime observed. The system shallvigeo a
99.999% rate of availability.

(e) The tenderer shall design and decide dependimgthe

occurring load, the SACMS to run on one or more@ e operating
as one system. One of these servers shall opesatee central or
main server to the other. The operating systertl pheferably be

Windows 2008 server or Windows 7.

() Database for SACMS shall reside within the sasesver
hardware. However, it shall be possible to alspasate the
SACMS application software and its database shotildoe
necessary.

(g0 The SACMS server hardware provided shall benadbstrial
EIA standard 19-inch rack mountable.

(h) All alarms processing, logging, operator's kase, data
entry/input, graphical user interface and othetesyisoperations and
management functions shall be performed at the SBCM
workstations connected to theSACMS network. ‘Operating
system shall preferably be Windows 2008 or Wind@aa7 .

(i) All SACMS servers and workstations shall be mected

using a standard IP network over the corporateuhetr or dedicated
Internet/ LAN/WAN. It shall also support the usé wireless

connection of mobile workstations, like laptop PC.



() SACMS Server minimum hardware requirement

() Fault Tolerance Server, 2-way DMR, 3.2 GHz CRU,
MB iL2 Cache

(i) 4-GB DDR2 Memory DIMM

(i) 2/4 USB, 2 serial and 2 VGA Adaptor.
(v) CD/DVD ROM

(v) Ultra 320 Adaptor for SCSI Connection
(vi) 500GB 3.5 10K RPM Hard disk

(vii) NIC 10/100/1000 Ethernet pair

(viii) 1/0O Expansion Option

(ix) External SCSI tape connections;

(x) Rapid Disk Re-sync

(xi) USB Floppy Disk Drive Kit

(xii) Disk slot filler panel

(xiii) USB Keyboard and Mouse

(k) SACMS Workstation minimum hardware requirements;

(i)  processor : 3.1GHz or higher
(i)  RAM : 2GB or more
(i) Hard disk : 120 GB or more
(iv) Graphic capability : VGA, with at least 32k colors
(v) Resolution Support : 1024 by 768
1280 by 1024
2048 by 768
2560 by 1024
(vi) Network : 100/1000 MB Ethernet Network Card.

()  The SACMS shall have a multi-level priority artupt
structure proven in multi-tasking and multi-clieneal time
applications. Simultaneous alarms/events monigobg multiple
users, system supervision and history archivingdl dfe& possible
without degradation of any functionality specifiesy/stem or
operation.

(m) The supported multi-client application shall vea the
capability that separates message distributioneticated operator
or operator groups whom are permitted to operatose alarms or
events. These shall include, but not limited to:

()  Individual display of locations/location maps
(i) Individual access to subsystems
(i) Individual control into subsystems



(iv) Individual assignment of access hardware to
different/separate sub-area.

(n) The SACMS shall provide the flexibility to usaly single or
same username and password for both MS WindowsS&©@MS

login at the workstation. It shall be an advantdghe system can
allow the option for utilizing MS Windows Domaindgm username
and password for direct log in to SACMS, such thatible login

can be avoided.

(0) The SACMS shall allow the configuration for enfhation

access permissions, that is, user/operator prfildhe access on
the master records and/or event data, the permssball restrict
to:

Read only

Read and write

Read, write and change

Read, write, change and delete

oo oW

(p) The SACMS server shall be protected againstutinoaized
access via firewall.

(@) Communication and/or data exchange betweenSh€MS
servers and all connected workstations shall beypted with at
least 128-bit data encryption according to a dedigalgorithm.

(y The SACMS shall be able to provide and displkae
operating status of all servers and workstatioresiprs.

(s) The SACMS system shall be designed such thatadnre of

any sub-systems shall not affect all the other sydtems. This
shall also apply to any loss of power supply orfesuf loss in
communications due to a break in the communicdtop. In any
case, each sub-system shall continue to functionairfully

operational state with no loss of functionality.

(t) In the event of network communication failureetween
SACMS servers and workstations, all access comoohponents
and sub-systems shall continue to operate and leet@aldunction
independently. Once the network communicatioretgstablished,
individual access control sub-system controller/anderver shall
automatically synchronized its transactions durihg@ network
downtime to the SACMS servers, without affectingge thormal
operation of the system.



(u) The SACMS server shall act as the source ttatiges time
synchronization to all sub-systems.

(v) The SACMS shall have a modular structure tHetwafor
future system expansion with minimum cost and gison to the
existing operational system. Such upgrade shalimake use of or
compromise the spare requirement specified orzutdi or sharing
any of its functions.

(w) The SACMS shall be expandable to support anmitad
number of integrated operator workstations.

(x) The SACMS shall be able to make use of thetiexgjsopen
protocol drivers software available running on &g installed
inside the corporate network, avoiding additioralnstalling of the
same application.

(y) The SACMS shall provide a Remote Control Iraed (RCI)

for interfacing by other sub-systems, such as SCAB#pervisory
Control And Data Acquisition) or BAS (Building Autmation

System) to acquire and monitor the status of al gsbcurity sub-
systems connected to the SACMS.

(z) The RCI shall allow the possibility for controf selected
functions in the SACMS sub-system remotely from $@for BAS
operator work stations.



42.

Graphical User Interface.

Number Required - 02 Lots

Specification

(@) The SACMS Graphical User interface (GUI) shiadl of
browser based using standard Hyper Text Mark-upyuage
(HTML) format, no separate software shall be reepliat each
operator workstation for purpose of system alaresits
monitoring and operation.

(b) The SACMS GUI shall support single or multi esam
displays having multiple HTML pages separately owanaximum
of four (4) monitors per workstation by using aresponding video
graphics card.

(c) The SACMS shall provide a default GUI that dequate and
ready for used in normal system operation. Itishgbport at least
the following standard resolutions; 1024x768, 124124 (1-
minotor operation), 2048x768 and 2560x1024 (2-nuonit
operation).

(d) The SACMS GUI shall allow easy customizationings
standard HTML editor, to create a favourable lookl &eel that is
unique to the user, yet contains all interface mnfunctions
provided as in the default GUI.

(d) The possible SACMS GUI customizations shallude, but
not limited to the following:

(i)  Inclusion of corporate logo(s)

(i)  Integration of corporate images as wallpaper

(i) Provision of individual contents to each optr or
operators group. An operator logging in to theteysshall
be automatically be detected and the SACMS shplplguhe
right contents and display resolution pre-assigogdm.

(iv) Provision of individual contents corresporglito the
workstation.

(e) The SACMS GUI shall provide and display a castel
overview of the operating status of all servers,
workstations/operators, all the connected sub-systall panels and
even the status of individual detectors, shouldhb&lable at main
control room and at the building specific contimdms.



()  All connected system components shall be shamnthe
status tree where direct control shall be posdiglelicking on the
icon or detector address.

(g) The device overview shall support state fitigriand/or
sorting function to search for specific device watsuch as all
detectors having malfunction state or all doorspened state. The
states indicated in the device overview shall otfexactly the same
colour as the detector icon shown in the locati@p.m

(h) Besides the status tree, the SACMS GUI shalkklzalocation
tree to allow easy selection of locations and sdations, such as
single floors or rooms. The location tree shalléhao limits in the
number of levels or sub-levels.

(i)  Along with the location tree, the SACMS GUI dhdisplay
the location map that is in the standard vectoplyes format.

() At the location tree, a single click on the &ion or sub-
location shall show the assigned map or sub-aréhsal detector
icons visible for the area.

(k) The SACMS GUI shall provide a zoom and pan Ueatfor
zooming into a location and move around insidentiag, simply by
using a standard PC mouse. It shall enable opsratofind a
specific detector, door, or reader for fast contsakch as open door
manually, switch on/off lights, show camera liveae, and so on.

()  Allicons shall be provided in a vector formatich that when
the operator performing zoom-in or out of the miqge icon size
scales automatically to the view.

(m) Moving the mouse cursor over a detector icavigies a tool
tip with detailed detector information, such as ptete address,
actual status, and detector type.

(n) In the event of alarm activation, the alarm sag® shall be
displayed at the destined SACMS operator workstatimgether
with an external audible siren or via PC internpéaker. The
detector that triggers the alarm, the relative idoond in the
location map shall change its colour and statusplacally,

reflecting to the state of the corresponding alammevent. For
example, a red colour opened door icon shall bgalied when the
door is physically forced opened or the colour loé icon shall
change from green-normal to re-alarm instantié tetector



point is violated. A captive screen will bring thiée of incidence on
to focus for immediate attention of operator.

(o) For the alarm sound generated from the PCnatespeaker,
standard formats such as WAV, MP3 or WMA shall bpported
and selectable for assigning to individual alarrafévor groups of
alarms/events during system configuration.

(p) The SACMS GUI shall provide and display once #larm
message is being acknowledged, an action planjghatstructions
to operator a miscellaneous document.

(q) The alarm/event action plan and miscellaneoasuchent
shall support the integration and display of bitn@mgture/s, live
video/s from relative camera/s, form elements (glarmsheckboxes
and tables) as used in Microsoft Office to cregiec#ic forms,
customizable control buttons to control system congmts directly,
and/or any combination of these items.

(y The alarm/event document's format shall utilizgpen
standards, which would allow the user to createcamdigure using
standard editors.

(s) The alarm/even action plan and miscellaneoasment shall
be assignable to specific alarm/location to dispiéigrmation when
an alarm or event is generated from that pre-défioeation.

(t) In order to minimize the use of too many diffet alarm
action plans and documents, and for easy systenageament, the
SACMS AS shall support macros which can be dynalgica
substituted by the real alarm or event data whesplayed.
However, this shall not become the limitation om thumber of
alarm/event action plans and miscellaneous docisriéiat can be
created.



43.

SACMS Alarm Handling and Management

Number Required 03 Lots

Specification

(@) The SACMS shall provide the operator a simpig efficient
way to handle any incoming alarms.

(b)  Only authorized operator with the valid logisetname and
password shall be able to access and operate #tensy Once
successfully login, the operator shall only sedhalalarm and event
messages destined to him for monitoring and praogdsased on
his user login access profile.

(c) The operator shall be able at the SACMS wotksia
acknowledge/accept, response to incoming alarms ewent
messages. He shall only be allowed to delete krenaor event
message after it has been acknowledge/accepted.

(d) All alarm and event messages received at thbosamed
SACMS workstation shall be queued according torthe2-defined
priority settings.

(e) The SACMS shall be able to handle up to 50@énad/events
simultaneously.

(H  All incoming alarms at the SACMS GUI workstatishall

contain a comprehensive alarm message, blinking iepresenting
new alarm, graphical map showing alarm locatioriashing icon
associated with the alarm, and an audible alarmaéauz

(g0 The incoming alarm or event message shall gegviout not
limited to, the following information:

(i)  Alarm date and time

(i)  Alarm status

(i)  Current alarm condition

(iv) Detector/input name/address

(v) Alarm location

(vi) Message priority

(vi) Operator login name, who acknowledged the
alarm/event message.



(h)  The operator shall be able to silence the deiditarm sound
or buzzer for the pre-defined time by clicking anieon provided,
while he is busy processing earlier alarms. Thendbuzzer shall
re-activate to re-alert him once the pre-defingktexpires.

(i)  After the operator acknowledged the alarm/eyére relative
alarm/event predefined action plan or to-do-listlsHisplay at the
SACMS workstation depending on the alarm/event .typ&his
action plan provided is to guide or give the opmranstructions
and/or options what to do with the specific alanefd activation.

() Besides the action plan provided, the operak@il also see a
miscellaneous document displayed with the acti@m @it the same
time. This document shall contain additional infi@tion,
remarks/notes related to the specific alarm thatf@mative to the
operator. This information for example, shall @ntaccess card
holder's details, picture/s or trouble-shooting qadures for
malfunction alarm. It shall also show live videnages from the
CCTV camera installed at the alarm location suett, tthe operator
can have first time view of the site situationefjuired. A captive
screen will bring the site of incidence on to fodos immediate
attention of operator.

(k) The predefined alarm/event action plan and efisoeous
document shall be displayed following operator asidedgement
of the alarm/event message. They shall provide]east the
following information:

(i)  Alarm or event date and time

(i)  Alarm or event status

(i)  Alarm or event location

(iv) Detector/input type and its name/address

(v) Detailed instruction and to-do-list to guides thperator

()  When the alarm/event message is acknowledgddhacepted
by the operator, the SACMS shall log into datalkiaseoperator’s
name, date and time of the acknowledgement for ghecific
message, for purpose of accountability.

(m) The operator shall be allowed to revert or tedgetween all

alarms or events messages he had already acknaaleddhe

relative graphical alarm location map, action pa miscellaneous
document attached to the selected message sHalvfahd toggle

automatically.



(n) If in the event that an alarm or event mess&gydeft
unaccepted by the destined operator after a praedkfit shall be
automatically by configuration, be forwarded to tiext authorized
operator or groups of operators.

(0) There shall not be a limitation to the numbklewels that the
unaccepted message can be forwarded or escalated dne
workstation to another until it is finally beinglamwledged.

(p) When required or during emergency, the operatail be
able to activate the alarm manually from the waksh. The
operator shall only need to select and click onrdtevant location
and/or device icon and if required, enters the ifipealarm code.
When the alarm activates, the behaviour shall batidal to that of
an actual alarm triggered from the detector/s athem message and
relative assigned documents and location map bkalisplayed.

(q) The SACMS operator shall also be able to sezmote
commands or activate controls manually from thekst@tion when
requested such as, unlocking and re-locking of ssc@®ntrolled
door/s, or resetting of detectors.

() The operator shall be allowed based on hisnlogccess
profile generate alarm and event reports from hperating
workstation.

(s) SMS Service. A provision for SMS flash to seleser (up to
200) will be incorporated as part of the system.



44,

Other Softwares for IP CCTV & Storage

Specifications & Number

Software Description

44a. Video management & control software for cameradeain ,
monitoring and PTZ Control for upto32 Camera Syst&® Nos

44b. Network Video Recording Software For Facility F

Individual Camera Recording At Given Resolution Q@F To 4
CIF) @ (1-25 Fps) For Total Camera Upto 6@B6-Nos

44c. Video Analytic software license ( per fixed cameéeraas
follows :-566 Nos

() Ideal object lying at a place.

(i) Removal of any object from a place.

(i) Loitering of a man/vehicle

(iv) Crossing a specific line.

(v) Directivity violation.

Base application software for Analytic Video Managgst.

or



45. Miscellaneous Accessories

45aTNP-DB with Circuit Breaker (Isolator 40 Amp, 10 AnMCB
with double door box 450 Nos.

45b.12 modular box with 4 nos. 5 AMP socket+ 4 Nosngp
switch & 1 Nos. Indicator Lamp and Fuse MO-Nos

45c¢.12 modular box with 3 Nos. 15 AMP socket+3Nos.1BpA
switch & 1 Nos. Indicator Lamp and Fuse Né&.Nos.

45d. Sleeve Tube for OFC joints Standards Size and Sivape
()packets of 100 pieces50Nos
(i) packets of 500 piecestd Nos



46. Visitor Management :

46a Signatu

re Pad & Pen

Number Required — 12 Nos.

Specifications
Signature Pad
Dimensions Thickness — 10mm; Height-160mm;Widthdyhin
Display Type-4"(10.5cm), Monochrome, Reflective

Resolution:- 320X160 Pixels
Pixel Size:-0.275 mm
Visible Area — 96 X 47 MM

Sensor

Active Signing Area -95X47 mm
Linearity:-+1.5% in X,y&z direction
Input Method-Special Sensor for pen Input, No Esror
caused by touching surface with the hand
Surface-Special Surface with wear protection
Pressure Sensor Unit-512 Pressure Stages
Pen-No Special pen-Cheap replacement
Writing Sensation-Special surface structure makesiser
feel that they are genuinely writing on paper.

Digitization

Output rate of Coordinates-500 4D s&wvgComprising
X,Y, time and pressure coordinates per second
Internal Sampling Rate:- 6000samples per second
Resolution :-1040 DPI

USB Port-USB 2.0 Full — Speed Mode (12 Mbps)
Serial Port-Optional via Internal virtual serial ®@(ort
Software-Includes communication interface for
programming

Data Transfer — Secure date transfer between P& P
Plug ‘n’ play

Status Display-2 Colored & freely Programmable LEDS
Read Protection of Firmware-Flash memory is pretdct
against readout

Power consumption in suspended mode-<500uA

Miscellaneous

Cable port-USB
Cable length- up to 5m
Pen Attachment —Highly Flexible, textile tether
RoHS Complaint
Certifications & Standards-CE, TUV, DINEN60950-1
Protective Case

Operating &
Storage Conditiong

Operating temperature -10C+60C
Storage temperature -25 Cto 70 C




46b LONG Range RFID Vehicle Card Enrollment Reader

Number Required : 12 Nos.

Specifications

Direct Connection to PC via RS232 (Application 8afte included)

Encryption Algorithm applied

Compatible with Long range RFID Card Supplied (Fehicle)

Frequency 2.45 GHz (Support)

Built in Buzzer & LED

Programmable Site Code & ID Number

Slide-in Operation

46¢ Biometric Enrollment Unit

Number Required - 12 Nos
Specifications:-

Biometric Module

Scanner type : Optical Scanner

Resolution : 500 DPI

Verification Time : < 1 Sec

FRR = 0.5%

FRR =0.1%

Authentication mode : Live fingerprint with Tempgabn the card

The Finger print Image shall have Minimum Size 56 X 360 Pixels

Provide full Visibility of the ridge details inclullg texture, continuity,
edges & Pores

Allow for real time on screen preview of the FP gaavhile performing
the FP capture

Minimum file size of at least 256 bytes

The Finger Print Enrollment Process shall suppperaentage
estimation of the image quality such that operagor accept or reject th
enrolled FP

The Enrolled Finger Print shall be stored in SACt&atralized database.

The Finger Print Templates stored shall incorpoaadate stamp and
shall record the number or name of the finger taken




46d Personal Computer

Number Required : 12Nos

Specifications :

Intel 15-650 3.2 GHz processor , 2 GB RAM, VGA GhapCard, 6 USB
ports, Gigabit Ethernet ports with 320 GB HDD &38LCD Monitor,
Windows 2007/Windows 2008 Professional

46e DIGITAL WEB CAMERA

Number Required : 12 Nos

Features & Specifications

Up to 30 frames per second for smooth and natway notion.
Integrated microphone and plug and play USB comnmredbr easy
installation and ease of use.

Photo button to take snap shots.

Comprehensive software included: capture, editdnrade short videos ang
edit

and retouch photos with ArcSoft Webcam Companiddsg Magic-|
Visual

Effects 2 to enhance your on-line chats with Masfue frames and
special filters

Tilt and Pan: adjust your webcam up, down, right] eft. Technical
Specifications:

VGA 640 x 480 CMOS sensor

Video Resolution 640 x 480 at up to 30 framesseeond.

Still image capture: 1.3M (1024 x 768 pixels) byteare interpolation

Full-speed USB 2.0 (USB 1.1)

Integrated microphone

Focus Ring

Front LED (on/off)

Versatile clip for LCD, CRT or notebooks




Technical Bid for Surveillance and Access Control

RFEP No. 01/2011

Management System

(SACMS)
1. |Tender to be addressed to. The President of India
2. | Tender to be submitted to JS (Trg) & CAO, Min of Def, E- Block
Hutments, Dalhousie Road, New Delhi-11.
3. | Closing date and time for receipt of | 1300 hrs on 30 Jan 2012
Tenders.
4. | Time, date & place of opening of Tender | 1500hrs on 30 Jan 2012, Conference
Room, Office of JS (Trg) & CAO, Min of
Def, E- Block Hutments, Dalhausie Road,
New Delhi-110011
5. | Earnest Money deposited Rs. 1,20,00,000/- ( Rs. OneCrore Twenty
lakh only)
DD/Banker’s cheque/ Bank Guarantee /
FDR
6. | Terms &Conditions as contained in the
chapter Il of the RFP ACCEPTED
7. | Bank solvency certificate (issued not Attached/ Not attached
earlier than 01 Jan 2012)
8. | Experience of being in the said business | Supportive Documents:Enclosed/
for not less than 05 years Not enclosed
9. | Documents showing Turnover of Rs.10 Supportive Documents:Enclosed/
Crores during the last 03 Financial Years | Not enclosed
10. | Documents showing Supply orders of Supportive Documents:Enclosed/
Rs.3 Crores from Govt/PSU during the Not enclosed
last 03 Financial Years
11. | Authenticated copy of PAN Enclosed / Not enclosed
12. | Tender Bid valid for acceptance up to Accepted / Not Accepted
120 days wef date of opening of Tender
13. | Capacity in which the Tender is signed

by the Tenderer

Signature of Tenderer

Name in Block letters

Date

Stamp of the Firm



Chapter-3

STANDARD CONDITIONS OF RFP

1. Eligibilityfor Bidding:

(@) The prospective bidder should have a minimu®soyears
of experience in the Security Management Systenmbess.

(b) The bidder/firm should have a turn-over of heds that
Rs.10 crores during the last three financial yearsFY 2008-09,
2009-10 & 2010-11.

(c) The bidder/firm should have executed similatura of
works for Central/State Govt./Central AutonomouslygGentral
PSU in projects of not less than Rs.3 crores duttieglast three
financial years.

(d) A "Bank Solvency Certificate’ issued not befdi¢ Jan
2012 should be attached with the "Technical Bidirfg which
the tender will not be considered.

2. Effective Date of Contract: The contract shall come into effect
on the date of signatures of both the parties enctintract (Effective
Date) and shall remain valid until the completidntiee obligations of
the parties under the contract. The deliveries a@ughplies and
performance of the services shall commence froneffextive date of
the contract.

3. Arbitration clause: In the event of any dispute or difference
between the parties hereto, such dispute or diftereshall be resolved
amicably by mutual consultation or through the godittes of empowered
agencies of the Government. If such resolutioroispossible within 30 days
of the receipt of notice by the other party of thastence of such dispute,
then the unresolved dispute or difference shatelberred to arbitration of an
arbitrator to be nominated by Secretary Departnoéritegal Affairs (“Law
Secretary”) in terms of the Office Memorandum Ndé3%75-CF, dated the
19" Dec 1975 issued by the Cabinet Secretariat (Deestt of Cabinet
Affairs), as modified from time to time. The Arkatron and Conciliation
Act, 1996 (No.26 of 1996) shall not be applicaloléhte arbitration under this
clause. The award of Arbitrator shall be bindingmparties to the dispute,
provided, however, any party aggrieved by such dwaay make a further
reference for setting aside or revision of the awarlLaw Secretary whose
decision shall bind the parties finally and conslaly. The venue of the



Arbitration shall be New Delhi. However, the pastishall continue to
perform their respective obligations under this Cact during the duration
of the arbitration proceedings except in so farsash obligations are the
subject matter of the said arbitration proceedings.

4. Penalty for use of undue influence: The seller undertakes that
he has not given, offered or promised to give,aliyeor indirectly, any
gift, consideration, reward, commission, fees, brage or inducement
to any person in service of the Buyer or otherwiserocuring the
contracts or forbearing to do or for having dondarsborne to do any
act in relation to the obtaining or execution of ghresent Contract or
any other Contract with the Government of India f&hvowing or
forbearing to show favour or disfavor to any personrelation the
present Contract or any other Contract with the géeoment of India.
Any breach of the aforesaid undertaking by the efetir any one
employed by him or acting on his behalf (whethethvar without the
knowledge of the Seller) or the commission of affgers by the Seller
or any one employed by him or acting on his behadf,defined in
Chapter IX of the Indian Penal Coder, 1860 or thlmevention of
Corruption Act, 1986 or any other Act enacted fioe fprevention of
corruption shall entitle the Buyer to cancel tloatcact and all or any
other contracts with the Seller and recover from3leller the amount of
any loss arising from such recover from the Sdiher amount of any
loss arising from such cancellation. A decisiontlo¢ Buyer or his
nominee to the effect that a breach of the underakad been
committed shall be final and binding on the Sel&ining or offering of
any gift, bribe or inducement or any attempt at smgh act on behalf of
the Seller towards any officer/employee of the Bugeto any other
person in a position to influence any officer/enygle of the Buyer for
showing any favour in relation to this or any othentract, shall render
the Seller to such liability/penalty as the Buyeaymdeem proper,
including but not limited to termination of the d¢oact, imposition of
penal damages, forfeiture of the bank Guarantee rafuhd of the
amount paid by the Buyer.

5. Agents/Agency CommissionThe Seller confirms and declares
to Buyer that the Seller is the original providétie services referred to
in this contract and has not engaged any individwafirm, whether
Indian or foreign what so ever, to intercede,litate or in any way to
recommend to the Government of India or any offutsctionaries,
whether officially or unofficially, to the award dhe contract to the
Seller, nor has any amount been paid, promisedtended to be paid to
any such individual or firm in respect of any suaitercession,
facilitation or recommendation. The Seller agrdwd if it is established
at any time to the satisfaction of the Buyer that present declaration is



in any way incorrect or if at a later stage it iscdvered by the Buyer
that the Seller has engaged any such individual/fiand paid or

intended to pay any amount, gift, institution, Wiestbefore or after the
signing of this contract, the Seller will be lialerefund that amount to
the Buyer. The Seller will also be debarred fromegng into any

supply Contract with the Government of India famaimum period of

five years. The Buyer will also have a right to sioler cancellation of
the Contract either wholly or in part, without amntitiement or

compensation to the Seller who shall in such amteve liable to refund
all payments made by the Buyer in terms of the @ahtalong with

interest all the rate of 2% per annum above LIB@te.rThe Buyer will

also have the right to recover any such amount fesy contracts
concluded earlier with the Government of India.

6. Quantum of Liquidated Damage (LD} If the contractor fails to
submit the Bonds, Guarantees and Documents, stipplgtores/goods and
conduct trials, installation of equipment, trainiregc. as specified in this
contract, the Buyer may, at this discretion, witldhany payment until the
completion of the contract. The BUYER may also dgdfrom the
SELLER as agreed, liquidated damages to the sudb8b of the contract
price of the delayed/undelivered stores/servicestimeed above for every
week of delay or part of a week, subject to the imar value of the
Liquidated Damages being not higher than 10% ofvhlee of delayed
stores.

7.  Termination of Contract: The Buyer shall have the right to
terminate this Contract in part or in full in anfytbe following clause:-

(@) The delivery of the material is delayed for causes
attributable to Force Majeure for more than two therafter the
scheduled date of delivery.

(b) The Seller is declared bankrupt or becomes insalven
(c) The delivery of material is delayed due to caudeSooce
Majeure by more than four months provided Force edeg
clause is included in contract.

(d) The Buyer has noticed that the Seller has utilizieel
services of any Indian /Foreign agent in getting ttontract and
paid any commission to such individual/company etc.

(e) As per decision of the Arbitrator Tribunal.

8. Patents and other Industrial Property Rights The prices stated
in the present Contract shall be deemed to incaldamounts payable
for the use of patents, copyrights, registered ggsrtrademarks and
payments for any other industrial property righthe Seller shall



indemnify the Buyer against all claims from a thpakty at any time on
account of the infringement of any or all the rggmhentioned in the
previous paragraphs, whether such claims arise d@aspect of
manufacture or use. The Seller shall be responfiblde completion of
the supplies including spares, tools, technicarditure and training
aggregates irrespective of the fact of infringemehtthe supplies,
irrespective of the fact of infringement of anyadlrthe rights mentioned
above.

9.  Amendments: No provision of present Contract shall be changed
or modified in any way (including this provisionitbeer in whole or in
part except by an instrument in writing made aftate of this Contract
and signed on behalf of both the parties and whiqgbressly states to
amend the present Contract.

10. Time Frame for completion of the project

The entire project is required to be completed g successful
bidder in maximum of 12 months. The firm should eowut with the
details of implementation of the project in variostages. The payment
shall be released as speltout at para 3 (a) utidkerHead ‘Payment
Terms™Special Conditions of RFP’ in Chapter-4.



Chapter-4

SPECIAL CONDITIONS OF RFP

Acceptance of the tender by the Government shal
communicated to the successful tenderer by a folettar of acceptance
of tender. The Bidder is required to give confitima of their
acceptance of SpecialConditions of the RFP mendidselow which
will automatically be considered as part of the @act concluded with
the successful Bidder (i.e. Seller in the Contrag)selected by the
Buyer. Failure to do so may result in rejectionBod submitted by the
Bidder. The successful bidder shall be requiredigm an undertaking
with the department to comply with the provisiont TheOfficial
Secrets Act 1923

1. Performance Guarantee

On receipt of letter of acceptance of tender framm&ovt, the contractor
shall within a period of fifteen working days thefedeposit an amount
equivalent to 10% of the tender value as Perform&ecurity in the
form of an Account payee Demand Draft, Fixed DepBsiceipt, Bank
Guarantee from a commercial bank in an acceptaiha fn favour of
the President of India through the JS (Trg) & CAIDDD, New Delhi
and deliver the deposit certificate to the JS (B@)hief Administrative
Officer for custody. On due performance and connmtetf the work
order in all respects to the entire satisfactionhef JS (Trg) and Chief
Administrative Officer, Ministry of Defence, the fi@mance security
deposit shall be refunded to the contractor aftiusiing any payment
due to the Government under this or any other acht6hould the order
be not performed to the entire satisfaction of J¥gX and Chief
Administrative Officer, he shall be entitled to fimit the performance
security in part or in full as may be consideredsmable by him. The
performance Bank guarantee shall remain valid fgresod of sixty
days beyond the date of completion of contractbagations, including
warranty. The decision of the JS (Trg) & Chief Adistrative Officer
shall be final in this respect. If the contractaild to provide the said
performance security deposit within the stipulapediod, such failure
shall amount to a breach of the contract and thgT3§) & Chief
Administrative Officer shall be entitled to makehet arrangements at
the contractor’s risk and cost without giving amnythfier notice to him
and, in addition, forfeit the earnest money ofdbatractor

b



2. Tolerance Clause

To take care of any change in the requirement dthren period
starting from issue of RFP till placement of thatrtact, Buyer reserves
the right to 10% plus/minus increase or decreasedumantity ofthe
required goods upto that limit without any change the terms
&conditions and prices quoted by the Seller. Whalearding the
contract, thequantity ordered can be increase@aredsed by the Buyer
within thistolerance limit.

3. Payment Terms :

It will be mandatory for theBidders to indicate itheank account
numbers and other relevant e-paymentdetails sgothyahents could be
made through ECS/NEFT/RTGS mechanism instead ofmpay
through cheques, wherever feasible.

3a. Stage wise payment

The entire contract shall be divided in to 10 stag®n
completion of each stage and submission of usarahee certificate for
the same, 90% of the payment will be released. bdlance 10%
payment shall be released after completion of @ctintract.

3b. AMC Contract: Payments shall be made on quarterly basis on
submission of User clearance certificate in resiie&MC contracts.

4. Risk & Expense clause

a. Should the stores or any installment thereof het
delivered within the timeor times specified in tlw®ntract
documents, or if defective delivery ismade in respéd the stores
or any installment thereof, the Buyer shallafteanging the Seller
45 days to cure the breach, be at liberty, withajtylice to the
right to recover liquidated damages as a remedybfeachof
contract, to declare the contract as cancellecereittholly or to
theextent of such default.

b. Should the stores or any installment thereofp@rform in
accordance withthe specifications / parametersigeov by the
SELLER during the checkproof tests, the BUYER shad
atliberty, without prejudice to any other remedies breach of
contract, tocancel the contract wholly or to theeak of such
default.



C. In case of a material breach that was not readedithin
45 days, theBUYER shall, having given the rightit refusal to
the SELLER be atliberty to purchase, manufactureprocure
from any other source as hethinks fit.

d. Any excess of the purchase price, cost of matwfar, or
value of anystores procured from any other supg@eethe case
may be, over thecontract price appropriate to sdefault or
balance shall be recoverablefrom the SELLER.

Force Majeure clause:

a. Neither party shall bear responsibility for twmplete or
partial nonperformanceof any of its obligationso@pt for failure
to pay any sumwhich has become due on accountceipteof
goods under theprovisions of the present contracthe non-
performance results fromsuch Force Majeure circant®s as
Flood, Fire, Earth Quake and otheracts of God db ageWar,
Military operation, blockade, Acts or Actions of&taAuthorities
or any other circumstances beyond the parties citimit have
arisen after the conclusion of the present contract

b. In such circumstances the time stipulated foe th
performance of anobligation under the present ecohtris
extended correspondingly for theperiod of time cfan of these
circumstances and their consequences.

C. The party for which it becomes impossible to mee
obligations under thiscontract due to Force Majemeditions, is

to notify in written form theother party of the beging and
cessation of the above circumstancesimmediatetyinbany case
not later than 10 (Ten) days from themoment ofrtheginning.

d. If the impossibility of complete or partial penmance of
an obligation lastsfor more than 6 (six) monththezi party hereto
reserves the right toterminate the contract totadlpartially upon
giving prior written notice of30 (thirty) days tbe other party of
the intention to terminate without anyliability eth than

reimbursement on the terms provided in the agredorethe

goods received.



6.0EM Certificate:

In case the Bidder is not the OEM (Original Equiptne
Manufacturer), the agreementcertificate with theMDtér sourcing the
spares shall be mandatory.However, where OEMs daeexist, minor
aggregates and spares can besourced from authwgredrs subject to
guality certification.

Authorization Letter from OEM in their original tter head
addressed to the O/o JS(Trg) & CAO to support tiered hardware,
Software and spares and accessories being prodgdatiem for the
project and offer their support during the warrapgyiod of 18 months
and CAMC period of 07 years shall be submitted giath the tender
bid as per the proforma given below :

To Dated :
The Office of JS(Trg) & CAO

Ministry of Defence

E-Block Hutments

New Delhi — 110011

SubjectManufacturer’s Authorization Certificate

Reference : Tender for Integrated Surveillance As@®ntrol
Management system (SACMS) in building of Ministiy
Defence at New Delhi
RFP N0.02/2011 No.A/30024/SACMS/CAO/MP-I

Dear Sir,
This is with reference to the above mentioned €ende hereby

authorize M/s to offer camge of
product in their tender bid.

We as a manufacturer will provide all the suppodcessary to
M/s for this project. We alsiesthat the
items viz* quoted in the tender are in aegul
production line and would be serviceable duringwaeranty period of
18 months and for at least seven years thereafti@ngdthe period of
Comprehensive Annual Maintenance Contract (CAMC).

(Authorised signatory of OEM)



* Hardware: For the following items theOEMAuthorization
Certificate is mandatory:

IP CCTV Camera (Fixed & PTZ)

Access Modular Controller

Smart Biometric Card

Smart Card Reader

RFID Reader

Digital Audio Amplifier (Digital Sound management
system)

7. Spike Barrier (all sizes)

8. Boom Barrier (all sizes)

9. Road Blocker (all sizes)

10.Blocking Bollards

11.Tripod Turnstile

12.Flap Barrier

13.Door Frame Metal Detector

14.Under Vehicle Surveillance System
15.Automated Number Plate Recognition System
16.Electronic Fencing System

17.Hand Held Explosive Detector

18.Nuclear& Chemical Agent Detection Sensor
19.Biological Agent Detection Sensor
20.Explosive Detection System

21.Blast Resistant Sentry Post

22.Data Wall

oghwNE

* Software :The license and authenticated code generatedhdy t
OEM for a particular software shall be treated astificate of
authorization.

7. Liability Clause :

The Contractor/vendor, on award of the contrdw|l9e required
to submit an undertaking stating that all the eo@pt used for the
project are secure and no scope exists for usabaabidoor access for
any malicious activity. Even at a later time franigny such misuse of
equipment comes to notice, the vendor will be dalolr legal action as
deemed appropriate by the Government.

8. Fall Clause :
The price charged for the stores supplied undecdmtract by the

seller shall in no event exceed the lowest priceshéch the seller sells
the stores or offer to sell stores of identical cigsion to any



persons/organisation including the purchaser or dapartment of the
Central Government or any Department of state gowent as the case
may be during the period till performance of alpgly orders placed
during the currency of the rate contract is conguletlf at any time

during the said period the seller reduces the m#te, the seller will

notify such reduction of price to the Department aorrespondingly

reduce the price of the items being supplied utitercontract.

9.  Quality:

The quality of the stores delivered according toe th
presentContract shall correspond to the technical
specificationsenumerated as per RFP and shall ialdode therein
modification to thestores suggested by the BuyachSmodifications
will be mutually agreedto.

10.  Inspection Authority:

The Inspection of each stage will be carried outabguly constituted
monitoring committee who will give the completioertificate upon
which the release of stage - wise payment will lme@ssed.

11.  Warranty& Annual Maintenance

All equipment, software and hardware shall be cedday at least
Eighteen months on-site warrantyfrom the date of commissioning of
the project. The Firm will also be asked to offeomprehensive
Annual Maintenance Contract (CAMC) for next Seven ars
Further, they have to provide training to suppddffsand deploy
resident technical support after commissioninghef project. The rate
of CAMC quoted in the Bid will, however, not be tloeiteria for
deciding L-1.

12. In the event of the tenderer’s failure to sypflprovide allied
services within the stipulated timeframe, whatei®rstated in the
previous para will not forfeit the right of the Goto get the item
arranged/supplied from any alternative sourcesasale discretion and
at the risk and cost of the Contractor.

13. The service provider/vendor shall have no rigldssign or sublet
any part of the contract, once it is awarded to. him

14. The installed system will remain the properfy Ministry of
Defence.



15. Tenderer will furnish legally bound non-disclos undertaking
for the implemented project.

16. Franking Clause: The following Franking Clause will form part
of the contract placed on successful Bidder:-

(a) Franking Clause in the case of Acceptance of Goods
“The fact that the goods have been inspected #iterdelivery
period and passed by the Technical Committee wiilhave the
effect of keeping the contract alive. The goods lsmg passed
without prejudice to the rights of the Buyer undlee terms and
conditions of the contract.

(b) Franking Clause in the Case of Rejection of GoodS he

fact that the goods have been inspect after theedglperiod and
rejected by the Technical Committee will not bing Buyer in
any manner. The goods are being rejected withajugice to the
rights of the Buyer under the terms and conditiointe contract.

17. Claims: The following claims clause will form part of the
contract placed on successful Bidder-

(@) The claims may be presented either: (a) ontqyasf the
stores, where the quantity does not corresponchéoquantity
shown in the Packing List/Insufficiency in packingy, (b) on
qguality of the stores, where quality does not @poad to the
guality mentioned in the contract.

(b) The quantity claims for deficiency of quantighall be
presented within 45 days of completion of JRI aocdeatance of
goods. The quantity claim shall be submitted to Sleder as per
Form DPM-22 (Available in MoD website and can beegi on
request).

(c) The quality claims for defects or deficiencies quality
noticed during the JRI shall be presented within déys of
completion of JRI and acceptance of goods. Qualdayms shall
be presented for defects or deficiencies in qualdticed during
warranty period earliest but not later than 45 dafysr expiry of
the guarantee period. The quality claims shalllui®rstted to the
Seller as per Form DPM-23 (Available in MoD websated can
be given on request).

(d) The description and quantity of the stores #&vebe
furnished to the Seller along with concrete reasonsnaking the
claims. Copies of all the justifying documents tbal enclosed to



the presented claim. The Seller will settle thanatawithin 45
days from the date of the receipt of the clainhat$eller’s office,
subject to acceptance of the claim by the Seller.case no
response is received during this period the claithbe deemed
to have been accepted.

(e) The Seller shall collect the defective or regdagyoods from
the location nominated by the Buyer and deliver riy@aired or
replaced goods at the same location under Sedermgement.

() Claims may also be settled by reduction of cafsgoods
under claim from bonds submitted by the Seller aympent of
claim amount by Seller through demand draft onratian Bank,
in favour of Principal Controller/Controller of Dexice Accounts
concerned.

(g) The quality claims will be raised solely by tBeyer and
without any certification/countersignature by theell&’s
representative stationed in India.

18. Product Support:- The following Product Support clause will
form part of the contract placed on successful &idd

(@) The Seller agrees to provide Product Supportii® stores,
assemblies/subassemblies, fitment items and coridasma
Special Maintenance Tools (SMT)/Special Test Eqeipth{STE)
subcontracted from other agencies/manufacturehéyseller for
a maximum period of eight years & six months idahg one
year & six months of warranty period after the atistion of
SACMS.

(b) In the event of any obsolescence during thevabo
mentioned period of product support in respectngf @@mponent
or sub-system, mutual consultation between theeSafid Buyer
will be undertaken to arrive at an acceptable smiuincluding
additional cost, if any.

(c) Any iImprovement/modification/upgradation being
undertaken by the Seller or their sub suppliers tbe
stores/equipment being purchased under the Contvdktbe
communicated by the Seller to the Buyer and, iunegl by the
Buyer, these will be carried out by the Seller ay&’s cost.

(d) The Seller agrees to provide an Engineering p8Bup
Package as modified after confirmatory MaintenaBgaluation
Trials (METs). The SELLER agrees to undertake #mair and



maintenance of the equipment, SMTS/STEs test set up
assemblies/sub-assemblies and stores supplied tmsl@ontract

for a period of seven years as maintenance corasaspecified or
provision of complete Engineering Support Packagthé buyer
whichever is later, as per terms and conditionsuallyt agreed
between the Seller and the Buyer.

19. Paying Authority : The paying authority will be Principal Controller
of Defence Accounts, G-Block, New Delhi - 110011



Chapter 5

Evaluation Criteria and Commercial Bid Format:

1. Evaluation Criteria:
The broad guidelines for evaluation of Bids will dsfollows:

a. Only those Bids will be evaluated which are fbua be
fulfilling all theeligibility and qualifying requements of the RFP
both technically andcommercially.

b. The technical Bids forwarded by theBidders wllé

evaluated by the Buyer with reference to the iraegt security
solution proposed in response to the qualitativguirements,
scope of works and functional requirements as spatt in

chapter-2 of the Bid documents and technicalcheariatics of
the equipment as mentioned in part -B of chapterof RFPThe

bidders shall clearly mention the make and model ahe items
quoted in their bid documents. The detailed dataleets for
the products/items offered by the bidders are requed to be

submitted by themalongwith compliance sheets to asdain

their compliancewith regard to the product specifcations

mentioned in the RFP The bidders must attach
AuthorizationLetter from OEMs to support the offered

hardware and software for the project in the Perfema given

at Para 6 of chapter-4 (Special Conditions of RFP) Price
Bids of only those Bidderswill be opened whose Texdl Bids
would clear the technicalevaluation.

2. Commercial Bid Format:

The bidders shall submit their commercial bidcslyias per the
prescribed format. The Lowest Bid will be decidggon the lowest
price quoted by theparticular Bidder as per thedPFormat. Th&otal
Cost of all the items including CST/VAT, Installatio@ommissioning
& Testing and applicable Service Taxes shall bectlieria for deciding
the Lowest Bidder.

The Firm are required to offelComprehensive Annual
Maintenance Contract (CAMC) for next Seven years Further, they
have to provide training to support staff and dgplesident technical
support after commissioning of the project. The @tCAMC quoted in
the Bid will, however, not be the criterion for eiing L-1and will be
subject to negotiation.



2.COMMERCIAL BID

FOR SUPPLY, INSTALLATION, TESTING & COMMISSIONING O F SURVEILLANCE AND ACCESS CONTROL
MANAGEMENT SYSTEMS (SACMS)

sl Price per Installation, Service Tax Total
Description of Items cep CST /VAT Commissioning @ 10.3% on | Amount Per Qty Total Amount
No Unit (Rs.) . e .
& Testing E Unit (Rs.)

A B C D E F G H I

IP based Fixed Day/Night Camera
1 | Complete with Lens, Housing and 541

Mounting

IP based Outdoor Day / Night Dome PTZ
2 25

Camera
3a | Network Video Server 30
3b PC work station 30
3c | Data Base server 03
4 | Access Modular Controller (AMC)

180




Sl Price per Installation, Service Tax Total Total Amount
No Description of Items Unit (F'?S) CST /VAT Commissioning @ 10.3% on | Amount Per Qty (Rs.)
' & Testing "E" Unit (Rs.) '
A B C D E F G H I
Smart Card 85,000
6a | Smart Card Reader 46
6b | LED (26") Screen 23
7 | Emergency Voice Evacuation System (Public Address S ystem)
7a | Digital Sound Management System 04
Digital Network Controller with OFC
7b | Network Interface and PC Interface and 02
interface for other signal
7c Six Zone Digital Call station with 03
Gooseneck Mic and call key pad
7d Digital Audio Amplifier with four channel o5
(125x4W)
e 6W EVAC Compliant (BS 5839, part 8) 390
Wall/Panel/Ceiling Speaker
7f 15 W Outdoor Horn Type Speaker with 18
IP65 Grade of Protection
79 | Rack Mounted DVD Music Source 03
7h | Personal Computers as per specification 03
RFID Readers (Read Range : Minimum 3
209
8a | meters)
8b RFID Readers ( Read Range : Minimum
10 meters) 332




Srl _ Price per Instqlla’;ion_, Service Tax Total Total Amount
No Description of Items Unit (Rs.) CST /VAT Commlsspnlng @ 103% on Amqunt Per Qty (Rs.)
& Testing E Unit (Rs.)

A B C D E F G H I

9 Long Range RFID Card for Vehicles 24,000

10 | Spike Barrier (2.5 Mtrs) 07

11 | Boom Barrier
1la | 3 Meters 02
11b | 4 Meters 07
11c | 5 Meters 02
11d | 7.5 Meters 01
11le | Traffic Light 12

12 | Road Blocker
12a | 3 Meters 05
12b | 4 Meters 04

13 | Blocking Bollards 08

14 | Tripod Turnstiles 11




sl Price per Installation, Service Tax Total Total Amount
No Description of Items Unit (ng ) CST /IVAT Commissioning @ 10.3% on | Amount Per Qty (Rs.)
) & Testing "E" Unit (Rs.) '
A B C D E F G H I
15 | Flap Barriers 23
16 Door Frame Metal Detector Nine Zone 14
(DFMD)
17 | Under Vehicle Scanning System (UVSS) 06
18 Automated Number Plate Recognition 06
System (ANPRS)
19 | Electronic Fencing Management System
19a | Height 1.2 Meter with 04 Zones 1000
Mtrs
. . 700
19b | Height 1.2 Meter with 03 Zones
Mtrs
20 | Hand Held Explosive Detector 04
Nuclear & Chemical Agent Detection
21 06
System
22 | Biological Agent Detection System 06
23. | Explosive Detection System 06
24 | Blast Resistant Sentry Post 03
25 | LED Screen (427) 32
26 | Data Wall 03
27a | UPS 1Phase 1N 1G 22
27b | UPS-3 Phase IN1 G 01
28 | 24-port Gigabit Switch: Managed 20




Sl Price per Installation, Service Tax Total Total Amount
No Description of Items Unit (ng ) CST /IVAT Commissioning @ 10.3% on | Amount Per Qty (Rs.)
) & Testing "E" Unit (Rs.) )
A B C D E F G H |
29 | 24-Port 10/100 Switch : Unmanaged 35
30 | CAT6 UTP Cable 20,000
Mtrs
31 | CAT6 Patch Panel 25
32 | CAT6 Patch Cord
32a | Patch Cord, 1m 100
32b | Pach Cord, 2 m 100
32c¢ | Patch Cord, 3m 100
32d | Patch Cord, 5m 100
32e | Patch Cord, 7Tm 100
33 External Hard Drive (2 TB) 20
34 | Power Cable
34a. | Internal Cabling 20,000

Mtrs




5,000

34b | Underground Cabling Mtrs
35 | PVC Conduit 70,000
Mtrs
36 Sto_rage Area Network (SAN) with 03
Switches
37 | RACK
37a | RACK 6U 55
37b | RACK 42U 03
38 | RG11 Video Cable 200 Mtrs
39 | Optical Fiber Cable (OFC) & Connectors
39a | OFC-6 Core/12 Core/24 Core
5,000
OFC-6 Core Mtrs
5,000
OFC-12 Core Mtrs
OFC-24 Core 10,000
Mtrs
39b | OFC Connectors 2,000




sl Price per Unit Installation, Service Tax Total Total Amount

No Description of Items (Igs ) CST /VAT | Commissioning @ 10.3% on | Amount Per Qty (Rs.)
' & Testing "E" Unit (Rs.) '

A B C D E F G H I

40 | Wall Mounted Cable Tray 12?2Mt

41 | Application Software (AS) 03

42 | Graphical User Interface 02

43 SACMS Alarm Handling and 03

Management

44 | Other Software for IP

44a | Video Management & control Software 36

44b | Network Video Recording Software 36

44c | Video Analytic software license 566




Installation,

Service

. Price per Unit S Tax @ Total Amount
Srl No Description of Items (Rs.) CST /VAT Cor;rprlsspnlng 10.3% on Per Unit (Rs.) Qty Total Amount (Rs.)
esting nEn
A B C D E F G H I
45 Miscellaneous Accessories
45a TPN-DB with Circuit Breaker 150
12 modular box with 4 nos. 5AMP
45b socket+4 Nos 5 AMP switch & 1 Nos. 40
Indicator Lamp and Fuse
12 modular box with 3 nos. 15 AMP
45¢ socket+3 Nos 15 AMP switch & 1 Nos. 15
Indicator Lamp and Fuse
45d Sleeve Tubes for OFC joints
Packet of 100pieces 50
Packet of 500 pieces 10
46 Visitors’ Management
46a Signature Pad & Pen 12
46b Long Range RFID Vehicle Card 12
Enroliment Reader
46¢C Biometric Enroliment Unit 12
46d Personal Computers 12
46e Digital Web Camera 12

Total




Warranty & Annual Maintenance ;

Comprehensive Annual Maintenance Contract (CAMC):

All equipment, software and hardware shall be peddy at least Eighteanonths on-site warrantyfrom the date of
commissioning of the project. Thebidding Firms aequired to quote the rate @omprehensiveAnnual Maintenance
Contract (CAMC) for next Seven years after completon of the warranty period. The rate of CAMC quoted in the Bid
will, however, not be the criteria for deciding Lahd will be subject to negotiation.

Rate of CAMC ... i
(To be quoted in terms of % of total cost of equant
as per column ‘I' of COMMERCIAL BID)






